
H3C WX Series Guest Access Management Portal Configuration Examples 

Keywords: GAM
Abstract: This document introduces the necessary configurations for deploying the user access management solution on H3C WX series access controllers.
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Feature Overview

Introduction

This feature implements access right control for different WLAN users based on ACL assignment through portal. This makes that guest clients of a company can access only the specified Web pages, ensuring the information security of the company. 

Benefits

By deploying this solution, you can limit the resource access right of guest users. When a guest accesses the corporate network, the guest can access only the resources open to externals through WLAN.

Application Scenarios

It is suitable in scenarios where guests can access the corporate network through WLAN. 

Configuration Guidelines

The ACL rules must be configured correctly. 

GAM + Local Portal Configuration Example

Network Requirements

[image: image1.wmf]
In this configuration example, the AC uses a WX5004, with the IP address being 85.3.1.220/24. The client and the AP obtain IP addresses through the DHCP server. 

Use the local portal authentication mode. 

Figure 41 Network diagram for GAM based on local portal
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Configuration Considerations

Create an ACL and bind the ACL with guest users logging on through portal.

Software Version Used

[AC]display version

H3C Comware Platform Software

Comware Software, Version 5.20, Release 2102

Copyright (c) 2004-2009 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

H3C WX5004 uptime is 0 week, 0 day, 3 hours, 31 minutes

H3C WX5004 with 1 RMI XLR 716 800MHz Processor

1024M bytes DDR2

4M bytes Flash Memory

Config Register points to FLASH

259M bytes CFCard Memory

Hardware Version is Ver.B

CPLD Version is 005

Basic Bootrom Version is 1.03

Extend Bootrom Version is 1.03

[Subslot 0]WX5004 Hardware Version is Ver.B      
Configuration procedures

Configuration information

# The service template uses open system authentication, which is the default configuration.

<AC>display current-configuration
#

 version 5.20, Release 2102

#

 sysname AC

#

 domain default enable system

#

 telnet server enable

#

 port-security enable

#

 portal server ptl ip 85.3.1.220

 portal free-rule 1 source ip 85.3.1.254 mask 255.255.255.255 destination any

 portal local-server http

#

acl number 3000

 rule 10 permit ip destination 85.3.1.254 0

#

vlan 1

#

domain system

 access-limit disable

 state active

 idle-cut disable

 self-service-url disable

#

user-group system

#

local-user admin

 password simple admin

 authorization-attribute level 3

 service-type telnet

local-user guest

 password simple guest

 authorization-attribute acl 3000

 service-type lan-access

 service-type portal

 expiration-date 00:00:00-2010/01/31

local-user staff

 password simple 123

 service-type lan-access

 service-type portal

#

wlan rrm

 dot11a mandatory-rate 6 12 24

 dot11a supported-rate 9 18 36 48 54

 dot11b mandatory-rate 1 2

 dot11b supported-rate 5.5 11

 dot11g mandatory-rate 1 2 5.5 11

 dot11g supported-rate 6 9 12 18 24 36 48 54

#

wlan service-template 1 clear

 ssid company

 bind WLAN-ESS 0

 service-template enable

#

interface NULL0

#

interface Vlan-interface1

 ip address 85.3.1.220 255.255.255.0

 portal server ptl method direct

 portal domain system

#

interface GigabitEthernet1/0/1

#

interface GigabitEthernet1/0/2

#

interface GigabitEthernet1/0/3

#

interface GigabitEthernet1/0/4

#

interface M-Ethernet1/0/0

#

interface Ten-GigabitEthernet1/0/5

#

interface Ten-GigabitEthernet1/0/6

#

interface WLAN-ESS0

 port link-type hybrid

 port hybrid vlan 1 untagged

#

wlan ap 2600 model WA2620E-AGN

 serial-id h3c004

 radio 1

  channel auto

  max-power 19

 radio 2

  channel auto

  max-power 20

  service-template 1

  radio enable

#

 snmp-agent

 snmp-agent local-engineid 800063A203000FE207F2E0

 snmp-agent sys-info version v3

#

 load xml-configuration

#

user-interface con 0

user-interface vty 0 4

 authentication-mode scheme

 user privilege level 3

#

return

Existing Configuration on the AC

Local portal authentication is used. Employees can log in using account staff to access all internal network resources. 

[AC]display current-configuration
#

 version 5.20, Release 2102

#

 sysname AC

#

 domain default enable system

#

 telnet server enable

#

 port-security enable

#

 portal server ptl ip 85.3.1.220
 portal free-rule 1 source ip 85.3.1.254 mask 255.255.255.255 destination any
 portal local-server http

#

vlan 1

#

domain system

 access-limit disable

 state active

 idle-cut disable

 self-service-url disable

#

user-group system

#

local-user admin

 password simple admin

 authorization-attribute level 3

 service-type telnet

local-user staff

 password simple 123

 service-type lan-access

 service-type portal

#

wlan rrm

 dot11a mandatory-rate 6 12 24

 dot11a supported-rate 9 18 36 48 54

 dot11b mandatory-rate 1 2

 dot11b supported-rate 5.5 11

 dot11g mandatory-rate 1 2 5.5 11

 dot11g supported-rate 6 9 12 18 24 36 48 54

#

wlan service-template 1 clear

 ssid company

 bind WLAN-ESS 0

 service-template enable

#

interface NULL0

#

interface Vlan-interface1

 ip address 85.3.1.220 255.255.255.0

 portal server ptl method direct

 portal domain system

#

interface GigabitEthernet1/0/1

#

interface GigabitEthernet1/0/2

#

interface GigabitEthernet1/0/3

#

interface GigabitEthernet1/0/4

#

interface M-Ethernet1/0/0

#

interface Ten-GigabitEthernet1/0/5

#

interface Ten-GigabitEthernet1/0/6

#

interface WLAN-ESS0

 port link-type hybrid

 port hybrid vlan 1 untagged

#

wlan ap 2600 model WA2620E-AGN

 serial-id h3c004

 radio 1

  channel auto

  max-power 19

 radio 2

  channel auto

  max-power 20

  service-template 1

  radio enable

#

 snmp-agent

 snmp-agent local-engineid 800063A203000FE207F2E0

 snmp-agent sys-info version v3

#

 load xml-configuration

#

user-interface con 0

user-interface vty 0 4

 authentication-mode scheme

 user privilege level 3

#

return

[AC]             
Primary Configuration Steps Using CLI

# Create ACL 3000, and add a rule to specify the IP address that can be accessed by the guest account. 

[AC]acl number 3000

[AC-acl-adv-3000] rule 10 permit ip destination 85.3.1.254 0
# Create guest account guest, specify the account password as guest in simple text, specify LAN access and portal services for the guest account, and specify the expiry date as 00:00:00 on 2010/01/31.

[AC]local-user guest 
[AC-luser-guest] password simple guest

[AC-luser-guest] service-type lan-access

[AC-luser-guest] service-type portal

[AC-luser-guest] expiration-date 00:00:00-2010/01/31 
# Configure the authorization ACL for the guest account as ACL 3000.

[AC-luser-guest] authorization-attribute acl 3000
Primary Configuration Steps Through Web

Creating ACL 3000 and adding IP addresses of websites that guest users can access
1) On the Web interface of the AC, navigate to QoS > ACL IPv4. Select the Create tab to enter the ACL configuration page, as shown in Figure 2. 

2) Type 3000 in the text box of ACL Number and press Enter. ACL 3000 is added and displayed in the ACL list, as shown in Figure 3.

Figure 42 Add an ACL
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Figure 43 ACL 3000 added
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3) Select the Advance Setup tab, and then perform the configuration as shown in Figure 4 to configure the website IP addresses permitted for guest users. Then, click Add to finish the configuration. 
Figure 44 Add the IP address that can be accessed by guest users
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Creating a Guest User Account

1) Navigate to Authentication > Users. Select the Guest tab and click Add to enter the guest account configuration page, as shown in Figure 5. Configure the username, password, and expiry data for the guest account and then click Apply.

Figure 45 Create a guest account
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Specifying the authorization ACL for the guest account
1) Select the Local User tab, and then click the [image: image7.png]


 icon of user guest, as shown in Figure 6, to modify the user. 

Figure 46 User guest in the local user list
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2) On the local user modification page, type 3000 in the ACL text box, and then click Apply to bind user guest with ACL 3000.

Figure 47 Specify the authorization ACL for the guest account
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Verification

1) Use the display connection command to view online users.

<H3C>display connection

Index=0   ,Username=admin@system

IP=85.3.1.113

Index=9   ,Username=guest@system

MAC=0014-6c4e-a3ad   ,IP=85.3.1.8

 Total 2 connection(s) matched.

2) Use the display connection ucibindex command to view the detailed information of the online user.

<H3C>display connection ucibindex 9

Index=9   , Username=guest@system

MAC=0014-6c4e-a3ad

IP=85.3.1.8

Access=PORTAL  ,AuthMethod=PAP

Port Type=Wireless-802.11,Port Name=N/A

Initial VLAN=1, Authorization VLAN=N/A

ACL Group=3000

User Profile=N/A

CAR=Disable

Priority=Disable

Start=2009-04-01 17:38:22 ,Current=2009-04-02 09:20:33 ,Online=15h42m10s

 Total 1 connection matched.                      
Configuration Guidelines

None

GAM + Remote Portal Configuration Example
Network Requirements

[image: image10.wmf]
In this configuration example, the AC uses a WX5004, with the IP address being 85.3.1.220/24. The client and the AP obtain IP addresses through the DHCP server. 

Use the remote portal authentication mode. 

Figure 58 Network diagram for GAM based on remote portal
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Configuration Considerations

Create an ACL and bind the ACL with guest users logging on through portal.

Software Version Used

# Software version used by the AC.

[AC]display version

AC Comware Platform Software

Comware Software, Version 5.20, Release 2102

Copyright (c) 2004-2009 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

H3C WX5004 uptime is 0 week, 0 day, 3 hours, 31 minutes

H3C WX5004 with 1 RMI XLR 716 800MHz Processor

1024M bytes DDR2

4M bytes Flash Memory

Config Register points to FLASH

259M bytes CFCard Memory

Hardware Version is Ver.B

CPLD Version is 005

Basic Bootrom Version is 1.03

Extend Bootrom Version is 1.03

[Subslot 0]WX5004 Hardware Version is Ver.B      
# Version of the intelligent management center (iMC).

Figure 59 iMC version information
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Configuration procedures

Configuration information

# The service template uses open system authentication, which is the default configuration.

#

 version 5.20, Release 2102

#

 sysname AC

#

 domain default enable system

#

 telnet server enable

#

 port-security enable

#

 dot1x authentication-method eap

#

 portal server h3cptl ip 162.105.34.22 key portal url http://162.105.34.21:8080/portal

 portal free-rule 0 source ip 85.3.1.212 mask 255.255.255.255 destination any

 portal free-rule 1 source ip 85.3.1.254 mask 255.255.255.255 destination any

 portal free-rule 2 source ip 162.105.34.0 mask 255.255.255.0 destination any

#

acl number 3000

 rule 10 permit ip destination 85.3.1.254 0

#

vlan 1

#

vlan 3000

#

radius scheme system

 server-type extended

 primary authentication 162.105.34.21

 primary accounting 162.105.34.21

 key authentication 12345678

 key accounting 12345678

 user-name-format without-domain

 nas-ip 85.3.1.220

 accounting-on enable

#

domain system

 authentication portal radius-scheme system

 authorization portal radius-scheme system

 accounting portal radius-scheme system

 access-limit disable

 state active

 idle-cut disable

 self-service-url disable

#

user-group system

#

local-user admin

 password simple admin

 authorization-attribute level 3

 service-type telnet

#

wlan rrm

 dot11a mandatory-rate 6 12 24

 dot11a supported-rate 9 18 36 48 54

 dot11b mandatory-rate 1 2

 dot11b supported-rate 5.5 11

 dot11g mandatory-rate 1 2 5.5 11

 dot11g supported-rate 6 9 12 18 24 36 48 54

#

wlan service-template 1 clear

 ssid company

 bind WLAN-ESS 0

 service-template enable

#

interface NULL0

#

interface Vlan-interface1

 ip address 85.3.1.220 255.255.255.0

 portal server h3cptl method direct

#

interface GigabitEthernet1/0/1

#

interface GigabitEthernet1/0/2

#

interface GigabitEthernet1/0/3

#

interface GigabitEthernet1/0/4

#

interface M-Ethernet1/0/0

#

interface Ten-GigabitEthernet1/0/5

#

interface Ten-GigabitEthernet1/0/6

#

interface WLAN-ESS0

#

wlan ap 2200 model WA2220E-AG

 serial-id 210235A22W0075000123

 radio 1

  channel auto

  max-power 19

 radio 2

  channel auto

  max-power 20

  service-template 1

  radio enable

#

 ip route-static 162.105.34.0 255.255.255.0 85.3.1.254

#

 snmp-agent

 snmp-agent local-engineid 800063A203000FE207F2E0

 snmp-agent sys-info version v3

#

 load xml-configuration

#

user-interface con 0

user-interface vty 0 4

 authentication-mode scheme

 user privilege level 3

#

return 

Existing Configuration on the AC

# Remote portal authentication is used. Employees can log in using account staff to access all internal network resources. 

<AC>display current-configuration 
#

 version 5.20, Release 2102

#

 sysname AC

#

 domain default enable system

#

 telnet server enable

#

 port-security enable

#

 dot1x authentication-method eap

#

 portal server h3cptl ip 162.105.34.21 key portal url http://162.105.34.21:8080/

portal

 portal free-rule 0 source ip 85.3.1.212 mask 255.255.255.255 destination any

 portal free-rule 1 source ip 85.3.1.254 mask 255.255.255.255 destination any

 portal free-rule 2 source ip 162.105.34.0 mask 255.255.255.0 destination any

#

vlan 1

#

radius scheme system

 server-type extended

 primary authentication 162.105.34.21

 primary accounting 162.105.34.21

 key authentication 12345678

 key accounting 12345678

 user-name-format without-domain

 nas-ip 85.3.1.220

 accounting-on enable

#

domain system

 authentication portal radius-scheme system

 authorization portal radius-scheme system

 accounting portal radius-scheme system

 access-limit disable

 state active

 idle-cut disable

 self-service-url disable

#

user-group system

#

local-user admin

 password simple admin

 authorization-attribute level 3

 service-type telnet

#

wlan rrm

 dot11a mandatory-rate 6 12 24

 dot11a supported-rate 9 18 36 48 54

 dot11b mandatory-rate 1 2

 dot11b supported-rate 5.5 11

 dot11g mandatory-rate 1 2 5.5 11

 dot11g supported-rate 6 9 12 18 24 36 48 54

#

wlan service-template 1 clear

 ssid company

 bind WLAN-ESS 0

 service-template enable

#

interface NULL0

#

interface Vlan-interface1

 ip address 85.3.1.220 255.255.255.0

 portal server h3cptl method direct

#

interface GigabitEthernet1/0/1

#

interface GigabitEthernet1/0/2

#

interface GigabitEthernet1/0/3

#

interface GigabitEthernet1/0/4

#

interface M-Ethernet1/0/0

#

interface Ten-GigabitEthernet1/0/5

#

interface Ten-GigabitEthernet1/0/6

#

interface WLAN-ESS0

#

wlan ap 2200 model WA2220E-AG

 serial-id 210235A22W0075000123

 radio 1

  channel auto

  max-power 19

 radio 2

  channel auto

  max-power 20

  service-template 1

  radio enable

#

 ip route-static 162.105.34.0 255.255.255.0 85.3.1.254

#

 snmp-agent

 snmp-agent local-engineid 800063A203000FE207F2E0

 snmp-agent sys-info version v3

#

 load xml-configuration

#

user-interface con 0

user-interface vty 0 4

 authentication-mode scheme

 user privilege level 3

#

return                                                          
Primary Configuration Steps

On the AC, create ACL 3000 and add a rule to specify the IP address that can be accessed by user guest. (You can create the ACL through CLI or Web).
[AC]acl number 3000

[AC-acl-adv-3000] rule 10 permit ip destination 85.3.1.254 0
On the iMC server, cerate user account guest and apply ACL 3000 to the user.
1) Configure a service for user guest
# Select the Service tab. Select Access Service > Service Configuration from the navigation tree, and then click Add to add a service.
Figure 510 Create an access service 
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# Configure the detailed information of the service, as shown in the red boxes in the following figure. Note that select Disable for certificate authentication.
Figure 511 Add a service named guest
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2) Create user account guest and then bind user account guest with service guest. 

# Select User > All Access Users from the navigation tree to enter the access user list page, as shown in Figure 12. Click Add to enter the user configuration page, as shown in Figure 13.
Figure 512 Access user list page
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# Click Add User on the user configuration page. The page shown as Figure 14 appears. Type the username, identity number, and user group, and then click OK.

Figure 513 User configuration page
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Figure 514 Add user account guest
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Figure 515 Finish the configuration of user guest
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Verification

1) Use the display connection command to view online users.

[AC]display connection

Index=38  ,Username=guest@system

MAC=0014-6c4e-a3ad   ,IP=85.3.1.8

 Total 1 connection(s) matched.

2) Use the display connection ucibindex command to view the detailed information of the online user.

[AC]display connection ucibindex 38

Index=38  , Username=guest@system

MAC=0014-6c4e-a3ad

IP=85.3.1.8

Access=PORTAL  ,AuthMethod=CHAP

Port Type=Wireless-802.11,Port Name=N/A

Initial VLAN=1, Authorization VLAN=N/A

ACL Group=3000

User Profile=N/A

CAR=Disable

Priority=Disable

Start=2009-04-03 15:02:23 ,Current=2009-04-03 15:06:33 ,Online=00h04m09s

 Total 1 connection matched.                
3) View user information through iMC.

# Select User > All Online Users from the navigation tree to view the detailed information of the current online users.
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Configuration Guidelines

None

References

Protocols and Standards

None

Related Documentation

· AAA Configuration and AAA Commands in the Security Volume of H3C WX Series Access Controllers  User Manual.

· Portal Configuration and Portal Commands in the Security Volume of H3C WX Series Access Controllers  User Manual.

· ACL Configuration and ACL Commands in the Access Volume of H3C WX Series Access Controllers  User Manual.
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