H3C WX Series AC + Fit AP LDAP + Portal Configuration Example
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Abstract: This document introduces the LDAP application and the configuration example. 
Acronyms: 
	Acronym
	Full spelling

	LDAP
	Lightweight Directory Access Protocol 

	DN
	Distinguished Name
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Feature Overview

LDAP is a directory access protocol based on TCP/IP. It provides inter-platform, standard based directory services. The typical application of LDAP is to save user information of a system. For example, Microsoft Windows operating systems use Active Directory Server to save user and user group information, providing LDAP based authentication and authorization for Windows users. LDAP directory service is based on a client/server model. All directory information is saved on the LDAP server. An LDAP server actually is a series of database programs that implement the directory protocol and manage storage directories. At present, Active Directory Server from Microsoft, Tivoli Directory Server from IBM, and Sun ONE Directory Server from Sun are commonly used LDAP server software. 

LDAP authentication goes through the following steps:

1) The LDAP client binds to the LDAP server to obtain the query right by using a user DN that has sufficient directory access right (usually it is the administrator DN of the LDAP server).

2) The LDAP client uses the username in the authentication information to query the user in the specified root directly of the LDAP server to obtain the user DN.

3) The LDAP client uses the user DN and user password to bind with the LDAP server, which checks the validity of the password. 

LDAP authorization is similar to LDAP authentication procedure except that the client also obtains the authorization information during user query. If you need only the authorization information obtained during user query, you can quit the subsequent operations. If you need more authorization information than that, you can query the desired authorization information after you obtain the corresponding query right. 

Application Scenarios

LDAP and portal configuration is applicable to scenarios where LDAP servers exist. 

Configuration Guidelines

1) For remote portal authentication, use the Password Authentication Protocol (PAP) authentication mode. 

2) The user profile name in the configuration file is assigned by the LDAP server. You need to specify the right user profile. (You can catch an LDAP packet to view the memberof field to know the actual user profile).

LDAP + Portal Configuration Example

Network Requirements
· Local portal authentication is used.

· The IP address of the LDAP server is 8.1.1.5/8. In this example, Sun ONE5.2 and Microsoft Active Directory 5.0 are used as the LDAP servers.

· The IP address of the DHCP server is 8.1.1.12/8.

· The client is in subnet 101.1.0.0/16 (VLAN 200).
· The AP is in subnet 80.1.1.0/24 (VLAN 92).
· AC is connected with the Layer 3 switch in subnet 8.80.0.0/16 (VLAN).

Figure 41 Network diagram for LDAP and portal authentication configuration
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Software Version Used
At present, a temporary version is used.

Configuration procedures
[image: image2.wmf] 

The following configuration was created from the devices in a specific lab environment. All of the devices used in this document started with a default configuration. If you have configured your device, make sure the existing configuration does not conflict with the following configuration.

LDAP Configuration on the AC

The LDAP server is Microsoft Active Directory 5.0. 

1) Configure the base DN

[image: image3.wmf]
When configuring the base DN, note that the user base node is cn=users,server domain or ou=organizer,server domain, depending on whether the user is in the administrator-defined organization unit or in the system default container.

· On the LDAP server, right click My Computer to select Properties, and then select the Computer Name tab to view the domain to which the server belongs. Assume that the server domain is wlan.com, you need configure the base DN as cn=users,dc=wlan,dc=com.

2) Configure the administrator DN

On the desktop of the server, right click My Computer and select Properties to enter the System Properties window, as shown in Figure 2. Select the Computer Name tab to configure the administrator information. 

For Active Directory, you can configure any account having the user query right as the administrator. When configuring the administrator DN, you need to input the administrator DN in the full format. For example, for administrator Administrator, as the administrator also belongs to user group Users, the administrator DN is cn=Administrator,cn=users,dc=wlan,dc=com.

Figure 42 System properties configuration window
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3) Configure the AC

# Configure an LDAP scheme. 

[AC] ldap scheme ldap1

# Specify the IP address of the LDAP authentication server. 

[AC-ldap-ldap1] authentication-server 8.1.1.5

# Configure the administrator DN. 
[AC-ldap-ldap1] login-dn cn=administrator,cn=users,dc=wlan,dc=com

# Configure the administrator password. 

[AC-ldap-ldap1] login-password simple admin!123456

# Configure the start directory for user query. 

[AC-ldap-ldap1] user-parameters search-base-dn dc=wlan,dc=com

[AC-ldap-ldap1] quit

# Configure the ISP domain to use the LDAP scheme.

[AC] domain h3c

[AC-isp-h3c] authentication default ldap-scheme ldap1
[AC-ldap-ldap1] authorization default ldap-scheme ldap1

[AC-isp-h3c] accounting default none
4) Configure the LDAP server

# Add a user named aaa.

· On the LDAP server, select Start > Program > Administrative Tools > Active Directory Users and Computers to open the Active Directory user management interface. 

· Select Action > New > User to open the New Object – User dialog box.

· Type username aaa in the text boxes and click Next. 

Figure 43 Add a user
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· The password dialog box appears. Type and confirm user password ldap!123456 and then click Next. You can configure the password modification mode, password aging time, and other user attributes as need. 

Figure 44 Set the user password
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# Add user aaa to user group Users.

· In the navigation tree of the Active Directory Users and Computers interface, select wlan.com > Users.

· On the right pane, right click user aaa in the Users information box and select Properties. 
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· In the aaa properties window, select the Member Of tab, select the name Domain Users to which the user will belong, and then click Add. 
Figure 45 Configure user properties
[image: image8.png]e | Mo |t | Pt ) V| G|
[ I et S |
st

r e

ot | o |
[———

S | Pt gue i
T





·  The Select Groups window appears. Click Advanced and then select group Users and click OK to add user aaa to user group Users.

Figure 46 Add user aaa to user group Users
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[image: image11.emf]
# After adding user aaa, you also need to configure the administrator password as admin!123456.

· Right click administrator Administrator in the Users information box to select Reset Password.
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· Set the administrator password. Omitted.
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[image: image14.wmf]
For remote portal authentication, use the PAP authentication mode. 

5) Configure AAA. The configuration file is as follows:

#

 version 5.20, Release 3106P04, Release 3106P04

#

 sysname WX3010

#

 dhcp relay server-group 0 ip 8.1.1.12

#

 domain default enable system

#

 telnet server enable

#

 port-security enable

#

 portal server local ip 101.1.1.1

 portal local-server http

#

 oap management-ip 192.168.0.101 slot 0

#

vlan 1

#

vlan 92

#

vlan 200

#

ldap scheme ldap1

 authentication-server 8.1.1.5

 authorization-server 8.1.1.5

 login-dn cn=administrator,cn=users,dc=wlan,dc=com

 login-password simple admin!123456

 user-parameters search-base-dn dc=wlan,dc=com

#

domain h3c

 authentication default ldap-scheme ldap1

 authorization default ldap-scheme ldap1

 accounting default none

 access-limit disable

 state active

 idle-cut disable

 self-service-url disable

domain system

 access-limit disable

 state active

 idle-cut disable

 self-service-url disable

#

user-group system

#

local-user admin

 password simple admin

 authorization-attribute level 3

 service-type telnet

#

wlan rrm

 dot11a mandatory-rate 6 12 24

 dot11a supported-rate 9 18 36 48 54

 dot11b mandatory-rate 1 2

 dot11b supported-rate 5.5 11

 dot11g mandatory-rate 1 2 5.5 11

 dot11g supported-rate 6 9 12 18 24 36 48 54

#

wlan service-template 1 clear

 ssid ldap

 bind WLAN-ESS 1

 service-template enable

#

user-profile Users

 wlan permit-ssid ldap

#

interface NULL0

#

interface Vlan-interface1

 ip address 8.80.1.3 255.255.0.0

#

interface Vlan-interface92

 ip address 80.1.1.254 255.255.255.0

 dhcp select relay

 dhcp relay server-select 0

#

interface Vlan-interface200

 ip address 101.1.1.1 255.255.0.0

 dhcp select relay

 dhcp relay server-select 0

 portal server local method direct

 portal domain h3c

#

interface GigabitEthernet1/0/1

 port link-type trunk

 port trunk permit vlan 1 92

#

interface WLAN-ESS1

 port access vlan 200

#

wlan ap 2100 model WA2100

 serial-id H3C888888

 radio 1

  channel 11

  max-power 20

  service-template 1

  radio enable

#

 ip route-static 8.0.0.0 255.0.0.0 8.80.1.1

#

 dhcp enable

#

 user-profile Users enable

#

 load xml-configuration

#

user-interface aux 0

user-interface vty 0 4

 authentication-mode scheme

 user privilege level 3

#

return  
Configuring LDAP Server (Sun ONE5.2)
Configuring the base DN

When configuring the base DN, note that the user base node is ou=people,root node suffix. Assume that the user root node is specified as wlan.com during Sun Directory Server installation. You need to configure the base DN as ou=people,dc=wlan,dc=com. Note the differences with the base DN configured on Microsoft Active Directory Server. 

Configuring the administrator DN

Assume that the administrator DN specified during server installation is cn=DirectoryManager. You need to configure the administrator DN as cn=Directory Manager. 

The configuration file is as follows:

#

 version 5.20, Release 3106P04, Release 3106P04

#

 sysname WX3010

#

 dhcp relay server-group 0 ip 8.1.1.12

#

 domain default enable system

#

 telnet server enable

#

 port-security enable

#

 portal server local ip 101.1.1.1

 portal free-rule 0 source interface GigabitEthernet1/0/1 destination any

 portal local-server http

#

 oap management-ip 192.168.0.101 slot 0

#

vlan 1

#

vlan 92

#

vlan 200

#

ldap scheme ldap1

 authentication-server 8.1.1.6

 authorization-server 8.1.1.6

 login-dn "cn=directory manager"

 login-password simple 11111111

 user-parameters search-base-dn ou=people,o=donghuauniversity,dc=dhu,dc=edu,dc=cn

 user-parameters user-group-attribute memberof

 group-parameters group-object-class groupofuniquenames

 group-parameters search-base-dn ou=groups,o=worksystem,o=appsystem,dc=dhu,dc=edu,dc=cn

#

domain h3c

 authentication default ldap-scheme ldap1

 authorization default ldap-scheme ldap1

 accounting default none

 access-limit disable

 state active

 idle-cut disable

 self-service-url disable

domain system

 access-limit disable

 state active

 idle-cut disable

 self-service-url disable

#

user-group system

#

local-user admin

 password simple admin

 authorization-attribute level 3

 service-type telnet

#

wlan rrm

 dot11a mandatory-rate 6 12 24

 dot11a supported-rate 9 18 36 48 54

 dot11b mandatory-rate 1 2

 dot11b supported-rate 5.5 11

 dot11g mandatory-rate 1 2 5.5 11

 dot11g supported-rate 6 9 12 18 24 36 48 54

#

wlan service-template 1 clear

 ssid ldap

 bind WLAN-ESS 1

 service-template enable

#

user-profile donghua

 wlan permit-ssid ldap

#

interface NULL0

#

interface Vlan-interface1

 ip address 8.80.1.3 255.255.0.0

#

interface Vlan-interface92

 ip address 80.1.1.254 255.255.255.0

 dhcp select relay

 dhcp relay server-select 0

#

interface Vlan-interface200

 ip address 101.1.1.1 255.255.0.0

 dhcp select relay

 dhcp relay server-select 0

 portal server local method direct

 portal domain h3c

#

interface GigabitEthernet1/0/1

 port link-type trunk

 port trunk permit vlan 1 92

#

interface WLAN-ESS1

 port access vlan 200

#

wlan ap 2100 model WA2100

 serial-id H3C888888

 radio 1

  channel 11

  max-power 20

  service-template 1

  radio enable

#

 ip route-static 8.0.0.0 255.0.0.0 8.80.1.1

#

 dhcp enable

#

 user-profile donghua enable

#

 load xml-configuration

#

user-interface aux 0

user-interface vty 0 4

 authentication-mode scheme

 user privilege level 3

#

return  
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The user profile name in the configuration file is assigned by the LDAP server. You need to specify the right user profile. (You can catch an LDAP packet to view the memberof field to know the actual user profile).

Verification
1) Associate the client with SSID ldap. The client will obtain the IP address of the gateway (101.1.1.1) of subnet 101.1.0.0/16. 

2) Launch the IE browser on the client, type http://1.1.1.1 in the address bar and press Enter. The portal authentication page will appear. Input username aaa and password ldap!123456, and then click Logon. You will pass the authentication.
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