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Abstract: This document describes how to implement online user detection on the H3C WX series access controllers. 
Acronyms:
	Acronym
	Full spelling

	AC
	Access Controller

	AP
	Access Point

	ESS
	Extended Service Set

	WLAN
	Wireless Local Area Network

	SSID
	Service Set Identifier
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Feature Overview

The H3C WX series access controllers support the online user detection function to detect abnormal disconnections of clients. Typically, a client sends a leave message to the AC to inform its leaving and the AC removes this client from its client list upon receiving the message. However, if a client fails to inform the AC due to power failure or system breakdown, the AC keeps maintaining this offline client in its client list. A great deal of such clients in the hung state waste the AC’s memory and decrease its performance. To prevent this situation, you can enable the online user detection function on the AC. With this function enabled, the AC periodically scans the clients in the client list and removes clients not responding to the scan packets. 

Application Scenarios

The online user detection function is disabled by default. You can enable it as needed. This function is recommended in networks infinite in user number to avoid power failure or system breakdown issues. 

Configuration Example

Network Requirements
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This configuration example uses a WX5002 access controller and a WA2100 wireless LAN access point. 
Figure 31 Network diagram for online user detection configuration
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Configuration Considerations

The online user detection function can be configured on an AC and then issued to the APs after they are connected. 

Software Version Used

AC version:

<AC> display version

H3C Comware Platform Software

Comware Software, Version 5.20, Beta 1107P01

Copyright (c) 2004-2008 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

H3C WX5002-128 uptime is 0 week, 0 day, 4 hours, 9 minutes

 CPU type: BCM MIPS 1250 700MHz

 1024M bytes DDR SDRAM Memory

 32M bytes Flash Memory

 Pcb             Version:  A

 Logic           Version:  1.0

 Basic  BootROM  Version:  1.16

 Extend BootROM  Version:  1.16

 [SLOT  1]CON           (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]GE1/0/1       (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]GE1/0/2       (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]M-E1/0/1      (Hardware)A,     (Driver)1.0,    (Cpld)1.0

AP version:
<AP> display  version
H3C Comware Platform Software

Comware Software, Version 5.20, Beta 1107

Copyright (c) 2004-2008 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

WA2100 uptime is 0 weeks, 0 day, 19 hours, 32 minutes

 CPU type: ATHEROS MIPS 2313 180MHz

 32M bytes SDRAM Memory

 4M bytes Flash Memory

 Pcb             Version:  Ver.D

 Basic  BootROM  Version:  1.16

 Extend BootROM  Version:  1.16

 [SLOT  1]CON           (Hardware)Ver.D, (Driver)1.0

 [SLOT  1]RADIO1/0/1    (Hardware)Ver.D, (Driver)1.0

 [SLOT  1]ETH1/0/1      (Hardware)Ver.D, (Driver)1.0

Configuration Procedures

Configuration information of the AC

<AC> display current-configuration                                           

#                                                                               

 version 5.20, Beta 1107P01                                                  

#                                                                               

 sysname AC                                                                 

#                                                                             

 domain default enable system                                                   

#                                                                               

 telnet server enable                                                           

#                                                                               

vlan 1                                                                          

#                                                                               

domain system                                                                   

 access-limit disable                                                           

 state active                                                                   

 idle-cut disable                                                               

 self-service-url disable                                                       

#                                                                               

dhcp server ip-pool 1 

 network 192.168.1.0 mask 255.255.255.0                                             

#                                                                               

wlan rrm                                                                        

 dot11a mandatory-rate 6 12                                                     

 dot11a supported-rate 36                                                       

 dot11a disabled-rate 9 18 24 48 54                                             

 dot11b mandatory-rate 1 2                                                      

 dot11b supported-rate 5.5 11                                                   

 dot11g mandatory-rate 1 2 5.5 11                                               

 dot11g supported-rate 6 9 12 18 24 36 48 54                                    

#                                                                               

wlan service-template 1 clear
 ssid st1

 bind WLAN-ESS 1

 service-template enable                                                                

#                                                                            

interface NULL0                                                                

#                                                                               

interface Vlan-interface1
 ip address 192.168.1.1 255.255.255.0                                               

#                                                                               

interface GigabitEthernet1/0/1                                                  

#                                                                               

interface GigabitEthernet1/0/2                                                  

#                                                                               

interface M-Ethernet1/0/1                                                       

#                                                                               

interface WLAN-ESS1                                                             

#                                                                               

wlan ap wa2100 model WA2100
 serial-id 210235A29G007C000020
 client keep-alive 60

 radio 1

  service-template 1

  radio enable                                                                  

#                                                                               

user-interface aux 0                                                            

user-interface vty 0 4                                                          

 user privilege level 3

 set authentication password simple admin

#                                                                               

return                                                                          

<AC>

Configuration procedures

1) Configure a wireless service set 
# Create clear-type service template 1 and enter service template view. 

[AC] wlan service-template 1 clear

# Set the SSID of service template 1 to st1. 

[AC-wlan-st-1] ssid st1

# Bind WLAN-ESS1 to service template 1.

[AC-wlan-st-1] bind WLAN-ESS 1
# Enable service template 1.

[AC-wlan-st-1] service-template enable
[AC-wlan-st-1] quit
2) Configure the AP on the AC

# Specify the AP name and model number and enter AP template view. 

[AC] wlan ap wa2100 model WA2100
# Specify the serial ID 210235A29G007C000020 of the AP. 

[AC-wlan-ap-wa2100] serial-id 210235A29G007C000020
# Enter the view of radio 1. 

[AC-wlan-ap-wa2100] radio 1
# Associate service template 1 with radio 1. 

[AC-wlan-ap-wa2100-radio-1] service-template 1
# Enable radio 1. 

[AC-wlan-ap-wa2100-radio-1] radio enable
[AC-wlan-ap-wa2100-radio-1] quit
3) Enable online user detection at an interval of 60 seconds for the AP. The range of the detection interval is 3 to 1800 seconds. 
[AC-wlan-ap-wa2100] client keep-alive 60
Verification

After the client associates with the AP, remove the wireless NIC of the client and view the changes in the client list of the AC. 

<AC> display wlan client

 Total Number of Clients           : 1

 Total Number of Clients Connected : 1

                               Client Information

----------------------------------------------------------------------------------------

 MAC Address        BSSID              AID    State           PS Mode  QoS Mode

----------------------------------------------------------------------------------------

 0019-5bcf-ccfd       000f-e2e1-5600      1      Running        Active      WMM

----------------------------------------------------------------------------------------

<AC>

After 180 seconds, the client entry ages out from the client list. 

<AC> display wlan client
 % Info: Clients do not exist.

<AC>
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