
H3C WX Series User Traffic Priority Adjustment Configuration Example in the Wired Network
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Abstract: Use the powerful priority mapping function and QoS traffic classification function to flexibly adjust the priorities of user traffic. 
Acronyms:
	Acronym
	Full spelling

	AP
	Access Point

	AC
	Access Controller

	WLAN
	Wireless Local Network

	QoS
	Quality of Service
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Feature Overview

By configuring trusting port priority, the trusted packet priority types, and QoS priority marking policies on WLAN-ESS interfaces and GigabitEthernet interfaces, you can adjust the priorities of user packets. 

Benefits

Use the powerful priority mapping function and QoS traffic classification function to flexibly adjust the priorities of user packets. 
Application Scenarios

This feature can be applied in multiple scenarios to satisfy the following requirements:

· Adjusting the priorities of packets based on the packet types (such as IP) or key packet fields (such as TCP/UDP port numbers). 

· Adjusting the priorities of packets based on the incoming interfaces. 

· Adjusting the priorities of packets to adapt to other devices. 

Configuration Guidelines

Configure the QoS policies properly. 

Configuration Example

[image: image1.wmf]
This configuration example uses a WX5002 access controller and a WA2100 access point. 
Network Requirements

As shown in Figure 1:
· On the AC, VLAN-interface 100 with IP address 202.1.1.10/24 is connected to GigabitEthernet 1/1/1 of PoE Switch. 
· The AP with IP address 202.1.1.3/24 (acquired through DHCP) is connected to Ethernet 1/0/1 of PoE Switch. 
· Client1 has IP address 202.1.1.2/24. 
· HTTP Server at 202.1.1.9/24 is connected to Ethernet 1/0/3 of PoE Switch. 
· IXIA, a tester used for capturing packets, is connected to GigabitEthernet 1/1/2 of PoE Switch. 
· The PoE Switch is a Layer 2 switch. 
· In the network, configure a DHCP server to dynamically assign IP addresses to APs. 
Make configurations to satisfy the following requirements: you can set the 802.1p priority of ICMP packets from Client 1 to 6, and set the 802.1p priority of the other packets to 3. 
Figure 41 Network diagram for user traffic priority adjustment configuration
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Configuration Considerations

Perform the following configurations:

· Configure the WLAN. 

· Configure QoS policies, trusting the port priority, and the trusted packet priority types on interfaces as required. 

Software Version Used

AC software version used:

<AC> display version

H3C Comware Platform Software

Comware Software, Version 5.00, ESS 1102P01

Copyright (c) 2004-2007 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

H3C WX5002-128 uptime is 0 week, 0 day, 0 hour, 3 minutes

 CPU type: BCM MIPS 1250 700MHz

 1024M bytes DDR SDRAM Memory

 32M bytes Flash Memory

 Pcb             Version:  A

 Logic           Version:  1.0

 Basic  BootROM  Version:  1.12

 Extend BootROM  Version:  1.13

 [SLOT  1]CON           (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]GE1/0/1       (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]GE1/0/2       (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]M-E1/0/1      (Hardware)A,     (Driver)1.0,    (Cpld)1.0

<AC>
AP software versions used:

<AP> display version

H3C Comware Platform Software

Comware Software, Version 5.00, ESS 1102P01

H3C WA2100 Software Version V100R001B05D004

Copyright (c) 2004-2007 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

H3C WA2100 uptime is 0 week, 0 day, 0 hour, 0 minute

 CPU type: ATHEROS MIPS 2313 180MHz

 32M bytes SDRAM Memory

 4M bytes Flash Memory

 Pcb             Version:  Ver.B

 Basic  BootROM  Version:  1.08

 Extend BootROM  Version:  1.08

 [SLOT  1]CON           (Hardware)Ver.B, (Driver)1.0

 [SLOT  1]RADIO1/0/1    (Hardware)Ver.B, (Driver)1.0

 [SLOT  1]ETH1/0/1      (Hardware)Ver.B, (Driver)1.0
Configuration Procedure

Configuration on the PoE switch

Configuration information

<Poe_Switch> display current-configuration

#

 sysname Poe_Switch

#

 mirroring-group 1 local

#

radius scheme system

#

domain system

#

vlan 1

#

vlan 10

#

vlan 100

#

interface Aux1/0/0

#
# Configure PoE. 

interface Ethernet1/0/1

 poe enable

#

interface Ethernet1/0/2

 poe enable

#

interface Ethernet1/0/3

#

interface Ethernet1/0/4

 poe enable

#

interface Ethernet1/0/5

#

interface Ethernet1/0/6

#

interface Ethernet1/0/7

#

interface Ethernet1/0/8

#

interface Ethernet1/0/9

#

interface Ethernet1/0/10

#

interface Ethernet1/0/11

#

interface Ethernet1/0/12

#

interface Ethernet1/0/13

#

interface Ethernet1/0/14

#

interface Ethernet1/0/15

#

interface Ethernet1/0/16

#

interface Ethernet1/0/17

#

interface Ethernet1/0/18

#

interface Ethernet1/0/19

#

interface Ethernet1/0/20

#

interface Ethernet1/0/21

#

interface Ethernet1/0/22

#

interface Ethernet1/0/23

#

interface Ethernet1/0/24

#
# Configure GigabitEthernet 1/1/1 as a trunk port, so that the 802.1p priorities of packets take effect between devices. 

interface GigabitEthernet1/1/1

 port link-type trunk                                     //Configure the port type as TRUNK
 port trunk permit vlan 1                                //Assign the port to VLAN 1. 
 port trunk pvid vlan 4094                               //Configure VLAN 4094 as the default VLAN of the port. 
 priority trust                                            //Configure trusting packet priority
mirroring-group 1 mirroring-port inbound            //Configure GigabitEthernet1/1/1 as the mirroring port of mirroring group 1, and configure to mirror the packets received on GigabitEthernet 1/1/1. 
#
# Configure GigabitEthernet 1/1/2, which is connected to the tester IXIA used for capturing packets received on GigabitEthernet 1/1/1. 

interface GigabitEthernet1/1/2

 port link-type trunk                                     //Configure the port type as TRUNK
 port trunk permit vlan 1                                //Assign the port to VLAN 1. 
 port trunk pvid vlan 4094                               //Configure VLAN 4094 as the default VLAN of the port. 
 priority trust                                            //Configure trusting packet priority
mirroring-group 1 monitor-port                            //Configure GigabitEthernet1/1/2 as the monitor port of mirroring group 1. 
#

interface GigabitEthernet1/1/3

#

interface GigabitEthernet1/1/4

#

 undo irf-fabric authentication-mode

#

interface NULL0

#

user-interface aux 0

 idle-timeout 0 0

 screen-length 0

user-interface aux 1 7

user-interface vty 0 4

#

return

<Switch>                  
Configuration on the AC

Configuration information

<AC> display current-configuration.

#

 version 5.00, ESS 1102P01

#

 sysname AC

#

 domain default enable system

#

 undo l2fw fast-forwarding

#

 undo anti-attack enable

#

vlan 1

#

domain system

 access-limit disable

 state active

 idle-cut disable

 self-service-url disable

#
# Configure a QoS policy

traffic classifier 1 operator and          //Create a class and enter class view, and configure the logical relationship between the match criteria of the class as AND, which indicates that a packet that matches all the criteria belongs to the class. 
 if-match acl 3000                            //Reference ACL 3000 in the class. 
#

traffic behavior 1                            //Create a traffic behavior named 1. 
 remark local-precedence 6                   //Configure the action of setting the local precedence value to 6 for the traffic behavior. 
#

qos policy 1                                   //Create a policy named 1. 
 classifier 1 behavior 1                     //Associate class 1 with traffic behavior 1 in policy 1. 
#

acl number 3000                               //Create IPv4 ACL 3000. 
 rule 0 permit icmp                          //Configure rule 0 to permit all ICMP packets. 
#

wlan radio-policy testrp

#

wlan service-template 1 clear

 ssid market_department

 bind WLAN-ESS 1

 authentication-method open-system

 service-template enable

#

wlan rrm

 11a mandatory-rate 6 12 24

 11a supported-rate 9 18 36 48 54

 11b mandatory-rate 1 2

 11b supported-rate 5.5 11

 11g mandatory-rate 1 2 5.5 11

 11g supported-rate 6 9 12 18 24 36 48 54

#

interface NULL0

#

interface Vlan-interface1

 ip address 202.1.1.10 255.255.255.0

#
# Configure the port type of GigabitEthernet 1/0/1 and its trusted packet priority type. 

interface GigabitEthernet1/0/1

 port link-type trunk                                     //Configure the port type as TRUNK

 port trunk permit vlan 1                                //Assign the port to VLAN 1. 
 port trunk pvid vlan 4094                               //Configure VLAN 4094 as the default VLAN of the port. 
 qos trust dot1p                              //Configure the trusted packet priority type of the port as 802.1p priority. 
#

interface GigabitEthernet1/0/2

#

interface M-Ethernet1/0/1

#
# Configure trusting port priority on WLAN-ESS1, set the port priority of WLAN-ESS1, and apply the QoS policy. 

interface WLAN-ESS1

 qos priority 3                                 //Configure trusting port priority on WLAN-ESS1 and set the port priority of WLAN-ESS1 to 3. 
 qos apply policy 1 inbound                   //Apply QoS policy 1 to the inbound traffic on WLAN-ESS1. 
#

wlan ap testap model WA2100

 serial-id 210235A29G007C000020
 radio 1 type 11b

  radio-policy testrp

  service-template 1

  radio enable

#

user-interface aux 0

user-interface vty 0 4

#

return

<AC>                                         
Verification

Verify the configuration on the AC:

# Check the AP status, and make sure that the AP is connected to the AC and the ESS interface is UP. 

<AC> display wlan ap all

 Total Number of APs configured: 1

 Total Number of APs connected : 1

                                  AP Profiles

------------------------------------------------------------------   

   AP Name       APID State     Model          Serial-ID

------------------------------------------------------------------    

     testap          1    Run       WA2100         210235A29G007C000020
------------------------------------------------------------------
<AC>display brief interface

The brief information of interface(s) under route mode:

Interface            Link      Protocol-link  Protocol type    Main IP

M-E1/0/1             UP          DOWN             ETHERNET         --

NULL0                 UP          UP(spoofing)    NULL             --

Vlan1                 UP          UP               ETHERNET         202.1.1.10
The brief information of interface(s) under bridge mode:

Interface            Link      Speed     Duplex   Link-type  PVID

GE1/0/1              UP        1G(a)     full(a)  access     1

GE1/0/2            DOWN        1G(a)     full(a)  access     1

WLAN-ESS1            UP        --        --       access     1

WLAN-DBSS1:2         UP        --        --       access     1
# Verify the configuration on Client 1, and make sure that Client 1 can access the wireless network with SSID market_department, as shown in the following figure. 
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# Ping the HTTP server from Client 1, and use IXIA to capture the packets at the same time. You can see that the 802.1p priority of the ICMP requests has been changed into 6. 

No.     Time        Source                Destination           Protocol Info

      1 0.000000    202.1.1.3             202.1.1.9             ICMP     Echo (ping) request

Frame 1 (78 bytes on wire, 78 bytes captured)

Ethernet II, Src: 00:17:9a:00:79:bd (00:17:9a:00:79:bd), Dst: D-Link_a6:5b:5d
 (00:15:e9:a6:5b:5d)

    Destination: D-Link_a6:5b:5d (00:15:e9:a6:5b:5d)

    Source: 00:17:9a:00:79:bd (00:17:9a:00:79:bd)

    Type: 802.1Q Virtual LAN (0x8100)

802.1Q Virtual LAN

    110. .... .... .... = Priority: 6

    ...0 .... .... .... = CFI: 0

    .... 0000 0000 0001 = ID: 1

    Type: IP (0x0800)

Internet Protocol, Src: 202.1.1.3 (202.1.1.3), Dst: 202.1.1.9 (202.1.1.9)

    Version: 4

    Header length: 20 bytes

    Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00)

    Total Length: 60

    Identification: 0x104e (4174)

    Flags: 0x00

    Fragment offset: 0

    Time to live: 128

    Protocol: ICMP (0x01)

    Header checksum: 0x9464 [correct]

    Source: 202.1.1.3 (202.1.1.3)

    Destination: 202.1.1.9 (202.1.1.9)

Internet Control Message Protocol
References

Protocols and Standards

None
Related Documentation

· QoS in the QoS Volume in H3C WX Series Access Controllers  User Manual. 

· WLAN Service in the WLAN Volume in H3C WX Series AC  User Manual. 
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