H3C WX Series AC+Fit AP Console Port Password Recovery Configuration Example
Keywords: AC, console port
Abstract: You need to configure a password for the console port of the device for security’s sake. If you lose your console port password, you cannot enter the system. This configuration example introduces how to deal with password loss.
Acronyms: 
	Acronym
	Full spelling

	AC
	Access Controller
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Feature Overview
You need to configure a password for the console port of the device for security’s sake. If you lose your console port password, you cannot enter the system. This configuration example introduces how to deal with password loss.
Application Scenarios
Applied in scenarios where the console port password is lost.
Console Port Password Recovery Configuration Example
Network Requirements
An AC is required. In addition, the AC used in this example is a WX5002 access controller.
Software Version Used
<AC> display version

H3C Comware Platform Software

Comware Software, Version 5.00, ESS 1102P01

Copyright (c) 2004-2007 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

Compiled Jun 13 2007 22:14:11, RELEASE SOFTWARE

H3C WX5002-128 uptime is 0 week, 5 days, 17 hours, 55 minutes

 CPU type: BCM MIPS 1250 700MHz

 1024M bytes DDR SDRAM Memory

 32M bytes Flash Memory

 Pcb             Version:  A

 Logic           Version:  1.0

 Basic  BootROM  Version:  1.12

 Extend BootROM  Version:  1.13

 [SLOT  1]CON           (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]GE1/0/1       (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]GE1/0/2       (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]M-E1/0/1      (Hardware)A,     (Driver)1.0,    (Cpld)1.0
Configuration Procedures
If you lose your console port password, you cannot enter the system. In this case, you can perform the following operations:
Enter the BootWare main menu, and select 6 to boot the system by ignoring the system configuration:
System starts booting ...

**************************************************************************

*                                                                        *

*                       H3C WCM BootWare , Ver 1.13                      *
*                                                                        *

**************************************************************************
Copyright(c) 2004-2007 Hangzhou H3C Technologies Co., Ltd.

Compiled date   : May 17 2007, 14:57:06

CPU type        : BCM1250

CPU L1 DCache   : 32KB

CPU L1 ICache   : 32KB

CPU L2 Cache    : 512KB

CPU Clock Speed : 700MHz

Memory Type     : DDR SDRAM

Memory Size     : 1024MB

Memory Speed    : 140MHz

BootWare Size   : 512KB

Flash Size      : 32MB

NVRAM Size      : 512KB

CPLD     Version is 1.00

Hardware Version is Ver.A

GE0    ..............................OK!

GE1    ..............................OK!

Press Ctrl+B to enter extend boot menu...  5

Please input BootWare password:

============================<EXTEND-BOOTWARE MENU>========================
|<1> Boot System                                                         |

|<2> Enter Serial SubMenu                                                |

|<3> Enter Ethernet SubMenu                                              |

|<4> File Control                                                        |

|<5> Modify BootWare Password                                            |

|<6> Ignore System Configuration                                         |

|<7> BootWare Operation Menu                                             |

|<8> Clear Super Password                                                |

|<0> Reboot                                                              |

==========================================================================

Enter your choice (0-8):6

System startup with ignore user's configuration, Yes or No (Y/N):Y

Flag Set Successfully!

When the BootWare main menu appears again, select 0 to reboot the system.
=============================<EXTEND-BOOTWARE MENU>=======================

|<1> Boot System                                                         |

|<2> Enter Serial SubMenu                                                |

|<3> Enter Ethernet SubMenu                                              |

|<4> File Control                                                        |

|<5> Modify BootWare Password                                            |

|<6> Ignore System Configuration                                         |

|<7> BootWare Operation Menu                                             |

|<8> Clear Super Password                                                |

|<0> Reboot                                                              |

==========================================================================

Enter your choice (0-8):0

Exit and reboot, Yes or No (Y/N):Y

System is rebooting now ...

System starts booting ...

**************************************************************************
*                                                                        *
*                      H3C WCM BootWare , Ver 1.13                       *

*                                                                        *
**************************************************************************
Copyright(c) 2004-2007 Hangzhou H3C Technologies Co., Ltd.

Compiled date   : May 17 2007, 14:57:06

CPU type        : BCM1250

CPU L1 DCache   : 32KB

CPU L1 ICache   : 32KB

CPU L2 Cache    : 512KB

CPU Clock Speed : 700MHz

Memory Type     : DDR SDRAM

Memory Size     : 1024MB

Memory Speed    : 140MHz

BootWare Size   : 512KB

Flash Size      : 32MB

NVRAM Size      : 512KB

CPLD     Version is 1.00

Hardware Version is Ver.A

GE0    ..............................OK!
GE1    ..............................OK!

Press Ctrl+B to enter extend boot menu...  0

The current starting file is main application file--flash:/wx5002_d04.bin!

The main application file is self-decompressing...........................
...............................................................................................................................OK!

System is starting...

Configuration file is skipped.

User interface aux0 is available.
Press ENTER to get started.

<AC>

%Jan 19 19:07:42:981 2008 H3C SHELL/4/LOGIN: Console login from aux0

<AC>
Set a new password in system view after reboot.
<AC> system-view

[AC]user-interface aux 0

[AC-ui-aux0]authentication-mode password

[AC-ui-aux0]set authentication password simple 123456

The above information indicates that the password authentication is adopted at the console port and the password is set to 123456 and stored in plain text.
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After reboot, the system runs with the initial default configuration, but the original configuration file is still stored in the storage medium.
Restore the original configuration.
To restore the original configuration, you can perform the following operations:
1) Use the display saved-configuration or more command to display the original configuration, delete password-related configuration under user-interface aux 0, and then copy and execute the configuration.
2) Transmit the configuration file to the PC through FTP or TFTP, delete password-related configuration under user-interface aux 0, then upload the configuration file to the device to overwrite the original one, and finally reboot the device.
Save the new password.
[AC] save

Verification
After the above operations, the console port password is recovered successfully.
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