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Abstract: This document describes the required configurations in deploying the AP-based access control solution on H3C WX series access controllers. 
Acronyms:
	Acronym
	Full spelling

	AC
	Access Control

	AP
	Access Point

	ESS
	Extended Service Set

	WLAN
	Wireless Local Area Network

	SSID
	Service Set Identifier

	TKIP
	Temporal Key Integrity Protocol

	EAP
	Extensible Authentication Protocol

	RADIUS
	Remote Authentication Dial-In User Service
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Feature Overview
By employing the user profile mechanism and the AP group mechanism, you can control the access positions of wireless clients to a WLAN, ensuring that wireless clients can access network resources only through specific, authorized APs. 

In a centrally-controlled WLAN environment, the control over access rights is achieved on ACs, and the application of control policies is irrelevant to the client authentication methods configured on the access network. In addition, the control policies apply during client roaming too.

Benefits
This feature allows you to control the access positions of wireless clients, that is, control through which APs wireless clients access the network. The control policies configured on ACs should also apply during client roaming. Support for client roaming consists of two parts. 
1) Part 1: When a client that has already accessed the network roams among APs controlled by the same AC, the AC uses the same policy to control the access right of the client. 
2) Part 2: ACs in the same mobility group can synchronize their control policy information. When a client that has already accessed the network roams among ACs in the same mobility group, the ACs can use the synchronized control policy information to control the access right of the client. 

Application Scenarios
This feature applies when wireless clients access the network through APs. 

Configuration Guidelines
1) Check that the server port configurations on the access devices are correct. 

2) Check that the related AAA configurations are correct. 

Configuration Example
Network Requirements
[image: image1.wmf]
In this configuration example, the AC is a WX3000 series unified switch at IP address 100.1.1.1/16. The wireless client and AP obtain IP addresses from a DHCP server. 

On the network shown in Figure 1, the IP address of the RADIUS server is 8.1.1.4/8; the IP addresses of the two ports on the Layer 3 switch L3SW are 100.1.1.254/16 and 8.100.1.254/8. L3SW serves as a DHCP server.

Figure 41 Network diagram for configuring AP-based user access control
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Configuration Considerations
· Configure 802.1X;

· Configure the RADIUS server.

Software Version Used
<AC> display version

H3C Comware Platform Software

Comware Software, Version 5.20, Beta 3105

Copyright (c) 2004-2008 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

H3C WX3024 uptime is 0 week, 0 day, 9 hours, 43 minutes

H3C WX3024 with 1 RMI XLS 208 750MHz Processor

256M bytes DDR2

56M bytes Flash Memory

Config Register points to FLASH

Hardware Version is Ver.A

CPLD Version is 002

Basic Bootrom Version is 1.05

Extend Bootrom Version is 1.05

[Slot 0]WX3024LSW Hardware Version is NA

[Slot 1]WX3024RPU Hardware Version is Ver.A

<AC>

Configuration Procedures
Configuration information: 
<AC> display current-configuration                                                  

#                                                                               

 version 5.20, Beta 3105                                                        

#                                                                               

 sysname AC
#                                                                               

 domain default enable iMC                                                   

#                                                                               

 port-security enable                                                           

#                                                                               

 dot1x authentication-method eap                                                

#                                                                               

vlan 1                                                                          

#                                                                               

vlan 10                                                                         

#                                                                               

vlan 100                                                                        

#                                                                          

radius scheme iMC
 server-type extended                                                           

 primary authentication 8.1.1.4                                                 

 primary accounting 8.1.1.4                                                     

 key authentication admin                                                 

 key accounting admin                                                     

 user-name-format without-domain                                                

radius scheme system                                                            

 primary authentication 127.0.0.1 

 primary accounting 127.0.0.1 

 key authentication admin   

 key accounting admin 

 accounting-on enable                                              

#                                                                               

domain iMC
 authentication default radius-scheme iMC 

 authorization default radius-scheme iMC 

 accounting default radius-scheme iMC 

 access-limit disable 

 state active 

 idle-cut disable 

 self-service-url disable                                                       

domain system                                                                   

 access-limit disable                                                           

 state active                                                                   

 idle-cut disable                                                               

 self-service-url disable                          

#                                                                               

wlan rrm                                                                        

 dot11a mandatory-rate 6 12 18 24                                               

 dot11a supported-rate 9 36 48 54                                               

 dot11b mandatory-rate 1 2                                                      

 dot11b supported-rate 5.5 11                                                   

 dot11g mandatory-rate 1 2 5.5 11                                               

 dot11g supported-rate 6 9 12 18 24 36 48 54                                    

#                                                                              

wlan service-template 5 crypto 

 ssid apgroup 

 bind WLAN-ESS 5 

 cipher-suite tkip 

 security-ie wpa 

 service-template enable                                      

#                                                                               

user-profile dot
 wlan permit-ap-group 1                                                         

#                                                                              

interface NULL0                                                                 

#                                                                               

interface LoopBack0                                                             

#                                                                               

interface Vlan-interface1 

 ip address 100.1.1.1 255.255.0.0                                            

#                                                                               

interface GigabitEthernet1/0/1 

 port link-type hybrid 

 port hybrid vlan 1 10 100 tagged                                               

#                                                                               

interface WLAN-ESS5 

 port-security port-mode userlogin-secure-ext 

 port-security tx-key-type 11key  

 undo dot1x handshake 

 undo dot1x multicast-trigger                                                   

#                                                               

wlan ap ap22 model WA2220E-AG 

 serial-id 210235A29F007C000182 

 radio 1 

 radio 2 

  service-template 5 

  radio enable                                                                  

#                                                                               

wlan ap ap31 model WA2220E-AG 

 serial-id 210235A29F009A000231 

 radio 1 

 radio 2 

  service-template 5 

  radio enable                                                                  

#                                             

 ip route-static 8.1.0.0 255.255.0.0 100.1.1.254                               

#                                                                               

 snmp-agent                                                                     

 snmp-agent local-engineid 800063A203000FE2129876                               

 snmp-agent community read public                                               

 snmp-agent community write private                                             

 snmp-agent sys-info version all                                                

#                                                          

 user-profile dot enable                                                       

#                                                                              

 load xml-configuration                                                         

#                                                                               

user-interface aux 0                                                            

 idle-timeout 0 0                                                               

user-interface vty 0 4                                                          

 authentication-mode none                                                       

 user privilege level 3                                                         

#                                                                               

wlan ap-group 1 

 ap ap22                       

#                                                                               

return                                                                          

<AC>
Configuration steps
Configure 802.1X authentication on the AC. 

1) Enable port security and configure the 802.1X authentication mode as EAP. 

[AC] port-security enable  

[AC] dot1x authentication-method eap  
2) Configure the authentication policy.

# Create a RADIUS scheme named iMC and enter RADIUS scheme view.

[AC] radius scheme iMC
# Set the RADIUS server type for RADIUS scheme iMC to extended. 

[AC-radius-iMC] server-type extended 
# Assign IP address 8.1.1.4 to the primary RADIUS authentication server.

[AC-radius-iMC] primary authentication 8.1.1.4
# Assign IP address 8.1.1.4 to the primary RADIUS accounting server.

[AC-radius-iMC] primary accounting 8.1.1.4 
# Set the shared key for the system to exchange packets with the RADIUS authentication server to admin.

[AC-radius-iMC] key authentication admin
# Set the shared key for the system to exchange packets with the RADIUS accounting server to admin.

[AC-radius-iMC] key accounting admin
# Specify that usernames sent to the RADIUS servers in RADIUS scheme iMC do not carry domain names.

[AC-radius-iMC] user-name-format without-domain  
[AC-radius-iMC] quit

3) Configure an authentication domain.

# Create domain iMC and enter its view.

[AC] domain iMC
# Configure the default authentication scheme for all types of users as RADIUS authentication scheme iMC.

[AC-isp-iMC] authentication default radius-scheme iMC
# Configure the default authorization scheme for all types of users as RADIUS authorization scheme iMC.

[AC-isp-iMC] authorization default radius-scheme iMC
# Configure the default accounting scheme for all types of users as RADIUS accounting scheme iMC.

[AC-isp-iMC] accounting default radius-scheme iMC  

[AC-isp-iMC] quit

4) Configure authentication domain iMC configured earlier as the system default domain.

[AC] domain default enable iMC
5) Configure a WLAN port and enable port security (802.1X authentication) on it. 

# Create interface WLAN-ESS 5 and enter its view. 

[AC] interface  WLAN-ESS 5
# Configure the security mode on the port as userlogin-secure-ext.

[AC-WLAN-ESS5] port-security port-mode userlogin-secure-ext
# Enable key negotiation of the 11key type on interface WLAN-ESS 1.

[AC-WLAN-ESS5] port-security tx-key-type 11key
# Disable online user handshake.

[AC-WLAN-ESS5] undo dot1x handshake
# Disable the 802.1X multicast trigger function.

[AC-WLAN-ESS5] undo dot1x multicast-trigger

[AC-WLAN-ESS5] quit

6) Configure the wireless service template.  

# Create service template 5 of the crypto type. 

[AC] wlan service-template 5 crypto
# Set the SSID of the current service template to apgroup.

[AC-wlan-st-5] ssid apgroup
# Bind interface WLAN-ESS 5 to service template 5. 

[AC-wlan-st-5] bind WLAN-ESS 5
# Enable the TKIP cipher suit.

[AC-wlan-st-5] cipher-suite tkip
# Configure beacon frames and probe response frames to carry WPA information. 

[AC-wlan-st-5] security-ie wpa
# Enable the wireless service template.

[AC-wlan-st-5] service-template enable
7) Bind the wireless service templates with radios on the AC. 

Note that: The configuration on the AP depends on its model and serial number. 

# Create an AP management template named ap22 and select WA2220E-AG as the model name.

[AC] wlan ap ap22 model WA2220E-AG
# Set the serial ID of the AP to 210235A29F007C000182.

[AC-wlan-ap-ap22] serial-id 210235A29F007C000182
# Enter the view of radio 2.
[AC-wlan-ap-ap22] radio 2
# Associate service template 5 configured on the AC with radio 2.

[AC-wlan-ap-ap22-radio-2] service-template 5
# Enable radio 2 of the AP.

[AC-wlan-ap-ap22-radio-2] radio enable

[AC-wlan-ap-ap22-radio-2] quit

[AC-wlan-ap-ap22] quit
# Create an AP management template named ap31 and select WA2220E-AG as the model name.

[AC]wlan ap ap31 model WA2220E-AG
# Set the serial ID of the AP to 210235A29F009A000231.

[AC-wlan-ap-ap31] serial-id 210235A29F009A000231

# Enter the view of radio 2.
[AC-wlan-ap-ap31] radio 2
# Associate service template 5 configured on the AC with radio 2.

[AC-wlan-ap-ap31-radio-2] service-template 5
# Enable radio 2 of the AP.

[AC-wlan-ap-ap31-radio-2] radio enable

[AC-wlan-ap-ap31-radio-2] quit

8) Create AP group 1 and add allowed APs to the AP group.

[AC] wlan ap-group 1

[AC-ap-group1] ap ap22
9) Configure an 802.1X user-based user profile, add the allowed AP group to the user profile, and enable the user profile. 

# Create a user profile named dot.
[AC] user-profile dot
# Apply AP group 1 in user profile dot. 
[AC-user-profile-dot] wlan permit-ap-group 1

[AC-user-profile-dot] quit
# Enable user profile dot.
[AC] user-profile dot enable
10) Assign IP address 100.1.1.1/16 to VLAN-interface 1.
[AC] interface Vlan-interface1 

[AC-Vlan-interface1] ip address 100.1.1.1 255.255.0.0 

11) Configure a static route.
[AC-Vlan-interface1] ip route-static 8.1.0.0 255.255.0.0 100.1.1.254
Configuration on the iMC
Configure access devices on the iMC (iMC version: 3.20-R2606) as follows:
1) Add an access device on the iMC
Select the Resource > Resource Management > Add Device on the iMC page, and perform configuration on the Add Device page as shown in the following figure:
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2) Configure the access device
Select Service > Access Service > Access Device Configuration from the navigation tree, click Add, and then perform configuration on the Add Access Device page as shown in the following figure:
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3) Configure a service policy
Select Service > Access Service > Service Configuration on the iMC page, click Add on the Service Configuration page, and then perform configuration on the Add Service Configuration page as shown in the following figure:
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4) Add an access account
On the User tab, select Access User View > All Access Users > Ungrouped from the navigation tree and then click Add on the page as shown in the following figure to add an access account:
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On the page as shown in the following figure, input the account name and password, select the service policy mpcdot1x configured in the previous step from the Service Name list, and then click OK to add the access account. An 802.1X user can log in to the system using this account name and password.
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Verification
1) Use the display connection command to check for online users. 

In the meantime, check on the iMC for online users. 

<AC> display connection
Index=92  ,Username=mpc@iMC
MAC=0017-9a00-7cb8   ,IP=100.1.0.55

 Total 1 connection(s) matched.
2) Use the display connection ucibindex command to check more detailed user information.

# Display information about user connections using the index of 92. 

<AC> display connection ucibindex 92
Index=92  , Username=mpc@iMC
MAC=0017-9a00-7cb8

IP=100.1.0.55

Access=8021X   ,AuthMethod=EAP

Port Type=Wireless-802.11,Port Name=WLAN-DBSS5:28

Initial VLAN=1, Authorization VLAN= N/A

ACL Group=Disable

User Profile=dot

CAR=Disable

Priority=Disable

Start=2008-11-06 10:29:30 ,Current=2008-11-06 10:30:30 ,Online=00h01m00s

 Total 1 connection matched.

<AC>

3) Display online users on the iMC server. 
On the User tab, select Access User View > All Online Users > Ungrouped from the navigation tree to display online users, as shown in the following figure:
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4) An 802.1X client is online. Use the display wlan client verbose command to check the AP to which the client is connected. The result shows that the client can only connect to ap22, not ap31.

<AC> display wlan client verbose

 Total Number of Clients           : 1

 Total Number of Clients Connected : 1

                              Client Information
-------------------------------------------------------

 MAC Address                       : 0017-9a00-7cb8

 AID                                : 251

 AP Name                           : ap22

 Radio Id                          : 2
 SSID                              : apgroup
 BSSID                             : 000f-e2c4-8022

 Port                              : WLAN-DBSS5:28

 VLAN                              : 10

 State                             : Running

 Power Save Mode                   : Active

 Wireless Mode                     : 11g

 QoS Mode                          : WMM

 Listen Interval (Beacon Interval) : 10

 RSSI                              : 65

 SNR                               : 0

 Rx/Tx Rate                        : 54/54

 Client Type                       : RSN

 Authentication Method             : Open System

 AKM Method                        : Dot1X

 4-Way Handshake State             : PTKINITDONE

 Group Key State                   : IDLE

 Encryption Cipher                 : CCMP

 Roam Status                       : Normal

 Up Time (hh:mm:ss)                : 00:05:45

---------------------------------------------------------

<AC>

Configuration Guidelines
None
References
Protocols and Standards
None
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