
H3C WX Series AC + Fit AP Blacklist Configuration Example
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Abstract: This document presents a blacklist configuration example of the H3C WX Series ACs and Fit APs.
Acronyms:
	Acronym
	Full spelling

	WLAN IDS
	Wireless Intrusion Detection System

	BSSID
	Basic Service Set Identifier

	AC
	Access Control

	AP
	Access Point

	ESS
	Extended Service Set

	WLAN
	Wireless Local Area Network

	SSID
	Service Set Identifier
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Feature Overview
Introduction

Flood attack refers to the case where WLAN devices receive large volumes of frames of the same kind within a short span of time. When this occurs, the WLAN devices are overwhelmed with the frames and consequently cannot provide services normally. 
The IDS attack detection function counters flood attacks by constantly keeping track of the density of traffic generated by each device. When the traffic density of a device exceeds the tolerance limit, the device is considered to be flooding the network and will be blocked. If the dynamic blacklist feature is enabled, the device will be added to the dynamic blacklist.
IDS can detect the following types of frames:
· Authentication requests and de-authentication requests
· Association requests, disassociation requests, and reassociation requests
· Probe requests
· Null data frames
· Action frames.
When an AP supports multiple BSSIDs, stations send probe requests to the individual BSSIDs. Therefore, to track the density of probe requests, both the source and destination addresses are considered. For other frame types, only the source address is considered.
Application Scenarios
Scenarios where it is required to defend against flood attacks.
Configuration Guidelines
None
Configuration Example
Network Requirements
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This configuration example uses WX6103 access controllers and WA2200 wireless LAN access points. 
The client obtains IP address form the DHCP server.
Figure 41 Network diagram for blacklist configuration
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Configuration Considerations

Enable attack detection in WLAN IDS view and enable the blacklist feature.
Software Version Used

<AC> display version

H3C Comware Platform Software

Comware Software, Version 5.20, Beta 2108

Copyright (c) 2004-2008 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

H3C WX6103 uptime is 1 week, 0 day, 16 hours, 4 minutes

H3C WX6103 with 1 BCM MIPS 1125H 600MHz Processor

1024M bytes DDR

259M bytes CFCard Memory

Config Register points to CFCARD

Hardware Version is Ver.C

CPLD Version is CPLD 007

Backboard CPLD Version is CPLD 003

Basic Bootrom Version is 1.11

Extend Bootrom Version is 1.12

[Slot 0]EWPX1G24XA0 Hardware Version is NA

[Slot 2]EWPX1WCMB0 Hardware Version is Ver.C    

Configuration Procedures

Configuration on the AC

<AC> display current-configuration                          

#                                                           

 version 5.20, Release 2108                              

#                                                             

 sysname AC                                                

#                                                             

 domain default enable system                                    

#                                                                 

vlan 1                                                          

#                                                              

domain system                                                 

 access-limit disable                                         

 state active                                                 

 idle-cut disable                                          

 self-service-url disable                                 

#                                                           

wlan rrm                                                    

 11a mandatory-rate 6 12 24                                 

 11a supported-rate 9 18 36 48 54                            

 11b mandatory-rate 1 2                                        

 11b supported-rate 5.5 11                                      

 11g mandatory-rate 1 2 5.5 11                                

 11g supported-rate 6 9 12 18 24 36 48 54                        

#                                                                

wlan service-template 1 clear 

 ssid wmm 

 bind WLAN-ESS 1 

 authentication-method open-system 

 service-template enable                                                        

#                                                                                     

interface NULL0                                                                 

#                                                                               

interface Vlan-interface1
 ip address 63.1.1.20 255.255.0.0                                               

#                                                                               

interface M-GigabitEthernet1/0/1                                                

#                                                                               

interface Ten-GigabitEthernet1/0/1 

 port link-type trunk  

 port trunk permit vlan all                                                     

#                                                                               

interface WLAN-ESS1                                                               

#                                                                               

wlan ap ap model WA2220E-AG 

 serial-id 210235A29F007C000177 

 radio 1

  channel 157

  service-template 1
  radio enable

 radio 2                                                                           

#                                                                                    

wlan ids

 dynamic-blacklist enable
 attack-detection enable flood                                                 

#                                                                               

user-interface con 0                                                            

user-interface aux 0                                                            

user-interface vty 0 4                                                          

#                                                                               

return                                                                           

Configuration procedures

# Enable the blacklist feature in WLAN IDS view.
[AC] wlan ids

[AC-wlan-ids] dynamic-blacklist enable
Verification

After detecting flood attacks (you can use an emulator to send management frames to AP at a rate of 100 frames per second), the device adds the attack source to the blacklist and all packets from the attack source will be denied before the blacklist entry gets aged.
<AC> display wlan ids statistics                                 

 Current attack tracking since: 2008-08-29/10:22:07                 

------------------------------------------------------------------------------- 

 Type                                             Current        Total            

------------------------------------------------------------------------------- 

 Probe Request Frame Flood Attack                0              0                

 Authentication Request Frame Flood Attack      0             0                

 Deauthentication Frame Flood Attack             1              1                

 Association Request Frame Flood Attack          0              0                

 Disassociation Request Frame Flood Attack       0             0                

 Reassociation Request Frame Flood Attack        0             0                

 Action Frame Flood Attack                          0              0                

 Null Data Frame Flood Attack                       0             0                

 Weak IVs Detected                                    0             0                

 Spoofed Deauthentication Frame Attack            0             0                

 Spoofed Disassociation Frame Attack               0             0                

------------------------------------------------------------------------------- 

<AC> display wlan blacklist dynamic                                             

 Total Number of Entries : 1                                                    

                               Dynamic Blacklist                                

------------------------------------------------------------------------------- 

 MAC-Address    Lifetime(s) Last Updated Since(hh:mm:ss) Reason                 

------------------------------------------------------------------------------- 

 000f-e2cc-ff01 300         00:00:04                     Deauth-Flood           

-------------------------------------------------------------------------------
Configuration Guidelines

None
References
Protocols and Standards

None
Related Documentation

· WLAN IDS Configuration in the WLAN Volume of H3C WX Series Access Controllers  User Manual
· WLAN Service Configuration in the WLAN Volume of H3C WX Series Access Controllers  User Manual
· WLAN Service Commands in the WLAN Volume of H3C WX Series Access Controllers  User Manual
i

