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Abstract: This document introduces the necessary configurations for deploying the local portal server solution on H3C WX series access controllers.
Acronyms:
	Acronym
	Full spelling

	AC
	Access Controller

	AP
	Access Point

	ESS
	Extended Service Set

	WLAN
	Wireless Local Area Network

	SSID
	Service Set Identifier

	AAA
	Authentication, Authorization and Accounting

	iMC
	Intelligent Management Center

	RADIUS
	Remote Authentication Dial-In User Service
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Feature Overview

Introduction

A basic portal authentication system consists of four components: portal server, RADIUS server, access device supporting portal, and portal client. The portal server listens to authentication requests from portal clients, provides a Web-based authentication interface for portal users, and exchanges client authentication information with the access device. 

In addition to use a separate device as the portal server, a portal system can also use the local portal server function of the access device to authenticate Web users directly, largely improving the applicability of the portal function. Figure 1 illustrates the local portal server function. 

Figure 11 Access device embedded with local portal server
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As shown in Figure 1, HTTP packets are used to exchange information between the embedded portal Web server and the portal client. The portal client sends a login or logout request to the portal Web server, the portal Web server resolves the HTTP request, encapsulates the request to a portal message, and then sends the message to the portal module. Upon receiving the message, the portal module takes the corresponding action, sending authentication, authorization, or accounting packets to the RADIUS server.

Advantages

The local portal server function, as an alternative of external portal server, extends the portal function, simplifies portal deployment, and improves the applicability of the portal module. 

Application Scenarios

To deploy the portal service without using an external portal server, for example, deploying the iMC, you can use the local portal server function. 

Configuration Guidelines

1) The server port configured on the access device is correct. 

2) AAA related configuration is correct. 

Local Portal Server Configuration Example

Network Requirements

[image: image2.wmf]
In this configuration example, the AC is a WX3000 series unified switch with the IP address being 100.1.1.1/16. The client and the AP obtain IP addresses through the DHCP server. 

As shown in Figure 2, the IP address of the RADIUS server is 8.1.1.4/8. The two interfaces on the Layer 3 switch is 100.1.1.254/16 and 8.100.1.254/8 respectively. 

Figure 42 Network diagram for local portal server configuration
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Configuration Considerations

· Configure the portal function.

· Configure the RADIUS server. Note that you need to configure users and services on the RADIUS server for remote authentication, and for local authentication, you need to create users locally. 

Software Version Used

<AC> display version

H3C Comware Platform Software

Comware Software, Version 5.20, Beta 3105

Copyright (c) 2004-2008 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

H3C WX3024 uptime is 0 week, 0 day, 9 hours, 43 minutes

H3C WX3024 with 1 RMI XLS 208 750MHz Processor

256M bytes DDR2

56M bytes Flash Memory

Config Register points to FLASH

Hardware Version is Ver.A

CPLD Version is 002

Basic Bootrom Version is 1.05

Extend Bootrom Version is 1.05

[Slot 0]WX3024LSW Hardware Version is NA

[Slot 1]WX3024RPU Hardware Version is Ver.A

[AC]
Configuration procedures

Configuration information

<AC> display current-configuration                                      

#                                                                               

 version 5.20, Beta 3105                                                        

#                                                                               

 sysname AC

#                                                                               

 domain default enable iMC                                                   

#                                     

 portal server loc10 ip 100.10.1.1 url http://100.10.1.1
 portal free-rule 0 source interface GigabitEthernet1/0/1 destination any
 portal local-server http 

#                                                                               

vlan 1                                                                          

#                                                                               

vlan 10                                                                         

#                                                                               

vlan 100                                                                        

#                                                                               

radius scheme iMC
 server-type extended 

 primary authentication 8.1.1.4

 primary accounting 8.1.1.4

 key authentication admin
 key accounting admin
 user-name-format without-domain                                                

radius scheme system                                                            

 primary authentication 127.0.0.1 

 primary accounting 127.0.0.1 

 key authentication admin   

 key accounting admin 

 accounting-on enable                                  

#                                                              

domain iMC
 authentication portal radius-scheme iMC 

 authorization portal radius-scheme iMC 

 accounting portal radius-scheme iMC 

 access-limit disable 

 state active  

 idle-cut disable 

 self-service-url disable                          

domain system                                            

 access-limit disable                                     

 state active                                           

 idle-cut disable                                     

 self-service-url disable                          

#                                                      

user-group system                           

#                                                                 

wlan rrm                                                        

 dot11a mandatory-rate 6 12 18 24                            

 dot11a supported-rate 9 36 48 54                      

 dot11b mandatory-rate 1 2                                   

 dot11b supported-rate 5.5 11                                 

 dot11g mandatory-rate 1 2 5.5 11                              

 dot11g supported-rate 6 9 12 18 24 36 48 54   

#                                                                

wlan service-template 3 clear

 ssid clear
 bind WLAN-ESS 3

 service-template enable
#                                                                      

interface NULL0                                                 

#                                                              

interface LoopBack0                                           

#                                                     

interface Vlan-interface1
 ip address 100.1.1.1 255.255.0.0                   

#                                                             

interface Vlan-interface10
 ip address 100.10.1.1 255.255.0.0
 portal server loc10 method direct  

#                                                       

interface GigabitEthernet1/0/1
 port link-type hybrid

 port hybrid vlan 1 10 100 tagged 

#                                                           

interface WLAN-ESS3
 port access vlan 10                              

#                                                            

wlan ap 12 model WA2100

 serial-id 210235A22W0073000002

 radio 1

  service-template 3

  radio enable                                  

#                                                                 

 ip route-static 8.1.0.0 255.255.0.0 100.1.1.254   

#                                                                      

 snmp-agent                                                            

 snmp-agent local-engineid 800063A203000FE2129876             

 snmp-agent community read public                                    

 snmp-agent community write private                            

 snmp-agent sys-info version all   

#                                                                    

 load xml-configuration                                         

#                                                                   

user-interface aux 0                            

user-interface vty 0 4                                

 authentication-mode none                             

 user privilege level 3                                    

#                                                            

return                                              

<AC>

Primary configuration steps

1) Configure an authentication policy.

# Create RADIUS scheme iMC and enter its view.

[AC] radius scheme iMC 
# Configure the server type of the RADIUS scheme as extended.

[AC-radius-iMC] server-type extended
# Configure the IP address of the primary authentication server as 8.1.1.4.

[AC-radius-iMC] primary authentication 8.1.1.4
# Configure the IP address of the primary accounting server as 8.1.1.4.

[AC-radius-iMC] primary accounting 8.1.1.4 
# Configure shared key as admin for packet exchanging between the system and the RADIUS authentication server.

[AC-radius-iMC] key authentication admin
# Configure shared key as admin for packet exchanging between the system and the RADIUS accounting server.

[AC-radius-iMC] key accounting admin
# Specify not to carry domain names in usernames to be sent to the RADIUS server. 

[AC-radius-iMC] user-name-format without-domain 
[AC-radius-iMC] quit

2) Configuring an authentication domain.

# Create domain iMC and enter its view.

[AC] domain iMC 
# Configure RADIUS scheme iMC as the authentication method for portal users.

[AC-isp-iMC] authentication portal radius-scheme iMC
# Configure RADIUS scheme iMC as the authorization method for portal users.

[AC-isp-iMC] authorization portal radius-scheme iMC
# Configure RADIUS scheme iMC as the accounting method for portal users.

[AC-isp-iMC] accounting portal radius-scheme iMC 
[AC-isp-iMC] quit

3) Configure authentication domain iMC as the default ISP domain of the system. 

[AC] domain default enable iMC 

4) Configure a wireless service template. 

# Create service template 3 of clear type.

[AC] wlan service-template 3 clear

# Specify the SSID of the service template as clear.

[AC-wlan-st-3] ssid clear

# Bind service template 3 with interface WLAN-ESS 3.

[AC-wlan-st-3]bind WLAN-ESS 3
# Enable the service template.

[AC-wlan-st-3]service-template enable 
[AC-wlan-st-3]quit

5) Create wireless interface WLAN-ESS 3 and add the interface to VLAN 10, which is enabled with portal. 

[AC] interface WLAN-ESS 3

[AC-WLAN-ESS3] port access vlan 10
[AC-WLAN-ESS3] quit

6) Bind the service template.

Note: Perform AP related configurations according to the actual model and serial number of the AP.

# Create an AP management template named 12, with the AP model being WA2100.

[AC] wlan ap 12 model WA2100
# Specify the serial number of the AP.

[AC-wlan-ap-12] serial-id 210235A22W0073000002
# Enter the view of radio 1.

[AC-wlan-ap-12] radio 1
# Bind radio 1 with service template 3.

[AC-wlan-ap-12-radio-1] service-template 3

# Enable radio 1 of the AP.

[AC-wlan-ap-12-radio-1] radio enable

[AC-wlan-ap-12-radio-1] quit

7) Configure the portal server and a portal free rule.

# Specify the IP address of the portal server loc10 as 100.10.1.1, and the HTTP redirection URL as http://100.10.1.1.

[AC] portal server loc10 ip 100.10.1.1 url http://100.10.1.1   
# Configure portal free rule 0, specifying that packets from GigabitEthernet 1/0/1 do not trigger portal authentication. 

[AC] portal free-rule 0 source interface GigabitEthernet1/0/1 destination any

# Configure the local portal server to support HTTP.

[AC] portal local-server http
# Enter VLAN interface 10 view.

[AC] interface Vlan-interface 10
# Configure the IP address of the VLAN-interface 10 as 100.10.1.1 16.

[AC-Vlan-interface10] ip address 100.10.1.1 16
# Enable portal on VLAN-interface 10, specifying the portal server as loc10 and portal authentication mode as direct authentication. 

[AC-Vlan-interface10] portal server loc10 method direct
[AC-Vlan-interface10] quit

Without portal free rule 0, packets from port GigabitEthernet 1/0/1 are dropped, and a user cannot ping the gateway successfully even after passing the authentication. With portal free rule 0 configured, packets from this port will be permitted. 

8) Configure a default route.
[AC]ip route-static 8.1.0.0 255.255.0.0 100.1.1.254 
IMC configuration
Configure the access device on IMC in the following steps. (IMC version: 3.20-R2606)

1) Add the access device to iMC
Log in to the iMC Web interface, select the Resource tab, and then select Resource Management > Add Device from the navigation tree to enter the Add Device page. Perform the following configurations shown in the following figure: 
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2) Configure the access device
Select the Service tab, and then select Access Service > Access Device from the navigation tree to enter the access device configuration page. Click Add to add the access device to the iMC.
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3) Configure a service policy
Select the Service tab, and then select Access Service > Service Configuration from the navigation tree to enter the service configuration management page. Click Add to enter the Add Service Configuration page. Configure parameters shown in the following figure:
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4) Configure an account user 

Select the User tab and then select Access User View > All Access Users > Ungrouped from the navigation tree. Click Add to add an account user, as shown in the following figure:
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Type the username, account name, and password, select service mpcportal, which is created in step 3), and then click Apply to finish the operation, as shown in the following figure. Then, using the account, a portal user can log in to the device through Web interface.
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Portal authentication page customization (optional)

1) Rules on file names

The main authentication pages have predefined file names, which cannot be changes. 0 lists the names. You can define the names of the files other than the main authentication page files. The file names and directory names are case-insensitive.

Table 1 Main authentication page file names
	Main authentication page
	File name

	Logon page
	logon.htm

	Logon success page
	logonSuccess.htm

	Logon failure page
	logonFail.htm

	Online page

Pushed for online state notification
	online.htm

	System busy page

Pushed when the system is busy or the user is in the logon process
	busy.htm

	Logoff success page
	logoffSuccess.htm


2) Form edit rules

Observe the following requirements when editing a form of an authentication page:

· An authentication page can have multiple forms, but there must be one and only one form whose action is logon.cgi. Otherwise, user information cannot be sent to the local portal server.

· The username attribute is fixed as PtUser, and the password attribute is fixed as PtPwd.

· Attribute PtButton is required to indicate the action that the user requests, which can be Logon or Logoff.

· A logon Post request must contain PtUser, PtPwd, and PtButton attributes.

· A logoff Post request must contain the PtButton attribute.

# The following example shows part of the script in page logon.htm.

<form action=logon.cgi method = post >

<p>User name:<input type="text" name = "PtUser" style="width:160px;height:22px" maxlength =64>

<p>Password :<input type="password" name = "PtPwd" style="width:160px;height:22px" maxlength =32>

<p><input type=SUBMIT value="Logon" name = "PtButton" style="width:60px;">

</form>

# The following example shows part of the script in page online.htm.

<form action=logon.cgi method = post >

<p><input type=SUBMIT value="Logoff" name="PtButton" style="width:60px;">

</form>

3) Rules on page file compression and saving

· A set of authentication page files must be compressed into a standard zip file. A zip file name can contain only letters, numerals, and underscores.

· These zip files can be transferred to the device through FTP or TFTP, and must be saved in the portal directory under the root directory of the device.

# Examples of zip files on the device:

<Sysname> dir

Directory of flash:/portal/

   0     -rw-      1405  Feb 28 2008 15:53:31   ssid2.zip

   1     -rw-      1405  Feb 28 2008 15:53:20   ssid1.zip

   2     -rw-      1405  Feb 28 2008 15:53:39   ssid3.zip

   3     -rw-      1405  Feb 28 2008 15:53:44   ssid4.zip

2540 KB total (1319 KB free)

[image: image9.wmf]
Comply with the following size and content requirements on authentication pages: The size of the zip file of each set of authentication pages, including the main authentication pages and the page elements, must be no more than 500 KB. The size of a single page, including the main authentication page and the page elements, must be no more than 50 KB before being compressed. Page elements can contain only static contents such as HTML, JS, CSS, and pictures.

4) Bind the client SSID with the customized authentication page file (optional) 

This configuration is optional. If you do not configure the binding, the local portal server will push the default authentication pages for the client. On the AC, bind client SSID clear with customized authentication page file ssid1.zip, which is saved in directory flash:/portal/. 

[AC] portal local-server bind ssid clear file ssid1.zip
Verification

1) On the AC, use the display portal user all command or the display connection command to view portal users. You can see that there is a portal user online. 

<AC> display portal user all

 Index:99

 State:ONLINE

 SubState:NONE

 ACL:NONE

 MAC                 IP                   Vlan      Interface

 0017-9a00-7cb8    100.10.0.57        10        Vlan-interface10

 Total 1 user(s) matched, 1 listed.

<AC>

<AC> display connection

Index=103 ,Username=mpcportal@h3c

MAC=0017-9a00-7cb8   ,IP=100.10.0.57

 Total 1 connection(s) matched.

<AC>

<AC> display connection  ucibindex 103

Index=103 , Username=mpcportal@h3c

MAC=0017-9a00-7cb8

IP=100.10.0.57

Access=PORTAL  ,AuthMethod=PAP

Port Type=Wireless-802.11,Port Name=N/A

Initial VLAN=10, Authorization VLAN=N/A

ACL Group=Disable

User Profile=N/A

CAR=Disable

Priority=Disable

Start=2008-11-06 10:54:51 ,Current=2008-11-06 10:54:59 ,Online=00h00m08s

 Total 1 connection matched.

<AC>

2) View online users on iMC.

Select the User tab and then navigate to Access User View > All Online Users > Ungrouped to view online users, as shown in the following figure:
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Configuration Guidelines

None

References

Protocols and Standards

None
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