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Abstract: This document describes the QoS profile feature and how to configure it on the H3C WX series ACs. 
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Feature Overview

Introduction

A user profile is a configuration template used to store predefined configurations. You can configure different user profiles to satisfy different application scenarios. Configurable contents include CAR, QoS policy and so on. 

A user accessing a device is authenticated first. During authentication, the authentication server sends the user profile name to the device, which then enables the configurations in the user profile. After the user passes authentication, the device restricts the user’ access based on these configurations. When the user logs out, the device automatically disables the configurations in the user profile, and thus the restrictions on the user are removed. Therefore, a user profile is applicable to restricting online users’ access. If no users are online (no user access; no users pass authentication; users have logged out), the user profile does not take effect. 

Benefits

The user profile feature allows you to:
· Make use of system resources more granularly. For example, without the user profile, you can apply a QoS policy based on interface, VLAN, globally and so on. This QoS policy is applicable to a group of users. With a user profile, however, you can apply a QoS policy on a per-user basis. 
· Restrict users’ access to the system resources more flexibly. For example, without the user profile, you can perform traffic policing based on CAR, ACL, or for all the traffic on the current interface; when the physical position of a user changes, for example, a user accesses the network using another interface, you need to configure traffic policing on that interface. With a user profile, however, you can perform traffic policing on a per-user basis. As long as a user is online, the authentication server applies the corresponding user profile (with CAR configured) to the user; when the user is offline, the system automatically removes the corresponding configuration. 

Application Scenarios

Scenarios where QoS policies are applied based on users 

Configuration Guidelines

1) Make all configurations correctly. 

2) The authenticated device and the server are reachable to each other. 

Configuration Example

Network requirements
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· This configuration example uses a WX5002 access controller with IP address 13.0.0.200/24, and uses a WA2200 series AP, which obtains an IP address through DHCP. The AC serves as the DHCP server, and the AP is connected to the AC at Layer 2. 

· Configuration on the AP depends on its model and serial ID. 

The RADIUS server’s IP address is 162.105.34.20/24, the gateway’s IP address is 162.105.34.254/24, and both the RADIUS server and the gateway are connected to the WLAN over a Layer 3 network. After the client goes online, it obtains from the DHCP server an IP address on the same network segment as the AC and the AP. The IP address of the PC is 13.0.0.21/24. There are two VLANs on the switch. The IP address of the VLAN-interface connecting to the AC is 13.0.0.254/24, and that of the VLAN-interface connecting to the server is 162.105.34.254/24. The whole network is routable. 

Figure 41 Network diagram for QoS profile configuration
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Configuration Considerations

· Configure the user login information. 

· Configure a QoS profile. 

· Configure the RADIUS server (iMC). 

Software Version Used

<AC> display version

H3C Comware Platform Software

Comware Software, Version 5.20, Beta 1107

Copyright (c) 2004-2008 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

H3C WX5002-128 uptime is 0 week, 1 day, 22 hours, 34 minutes

 CPU type: BCM MIPS 1250 700MHz

 1024M bytes DDR SDRAM Memory

 32M bytes Flash Memory

 Pcb             Version:  B

 Logic           Version:  1.0

 Basic  BootROM  Version:  1.16

 Extend BootROM  Version:  1.16

 [SLOT  1]CON           (Hardware)B,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]GE1/0/1       (Hardware)B,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]GE1/0/2       (Hardware)B,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]M-E1/0/1      (Hardware)B,     (Driver)1.0,    (Cpld)1.0    
Configuration Procedure

Configuration information

<AC> display current-configuration

#

 version 5.20, Beta 1107

#

 sysname H3C

#

domain default enable imc

#

 port-security enable

#

 dot1x authentication-method eap

#

 undo l2fw fast-forwarding

#

acl number 3001

 rule 0 permit ip source 13.0.0.0 0.0.0.255
#

vlan 1

#

radius scheme for-imc

 server-type extended

 primary authentication 162.105.34.21

 primary accounting 162.105.34.21

 key authentication admin

 key accounting admin

 timer realtime-accounting 3

 undo stop-accounting-buffer enable

 accounting-on enable

#

domain imc

 authentication lan-access radius-scheme for-imc

 authorization lan-access radius-scheme for-imc

 accounting lan-access radius-scheme for-imc

 access-limit disable

 state active

 idle-cut disable

 self-service-url disable

domain system

 access-limit disable

 state active

 idle-cut disable

 self-service-url disable

#

traffic classifier ipv4 operator and

 if-match acl 3001

#

traffic behavior ipv4

 filter permit
car cir 500 cbs 31250 ebs 0 green pass red discard
#

qos policy ipv4

 classifier ipv4 behavior ipv4

#

dhcp server ip-pool imc

 network 13.0.0.0 mask 255.255.255.0

#

user-group system

#

wlan rrm

 dot11a mandatory-rate 6 12 24

 dot11a supported-rate 9 18 36 48 54

 dot11b mandatory-rate 1 2

 dot11b supported-rate 5.5 11

 dot11g mandatory-rate 1 2 5.5 11

 dot11g supported-rate 6 9 12 18 24 36 48 54

#

wlan service-template 1 crypto

 ssid admin-crypto

 bind WLAN-ESS 1

 cipher-suite ccmp

 security-ie rsn

 service-template enable

#

user-profile c DOT1X

 qos apply policy ipv4 inbound

#

interface NULL0

#

interface Vlan-interface1

 ip address 13.0.0.200 255.255.255.0

#

interface GigabitEthernet1/0/1

#

interface GigabitEthernet1/0/2

#

interface M-Ethernet1/0/1

#

interface WLAN-ESS1

 port-security port-mode userlogin-secure-ext

 port-security tx-key-type 11key

 undo dot1x handshake

 undo dot1x multicast-trigger

#

wlan ap 2200 model WA2220E-AG

 serial-id 210235A29G007C000020

 radio 1

 radio 2

  channel 10

  service-template 1

  radio enable
#

 ip route-static 0.0.0.0 0.0.0.0 13.0.0.254

#

 dhcp enable

#

 user-profile c enable

#

 load xml-configuration

#

user-interface aux 0

user-interface vty 0 4

#

return
Major configuration steps

Configure 802.1X and authentication on the 802.1X access end. 

1) Enable port security, and configure the 802.1X authentication method as EAP. 

[AC] port-security enable

[AC] dot1x authentication-method eap
2) Disable Layer 2 fast forwarding. 

[AC] undo l2fw fast-forwarding
3) Configure the DHCP server. 

# Enable DHCP. 

[AC] dhcp  enable
# Create a DHCP address pool named imc and enter DHCP address pool view. 

[AC] dhcp server ip-pool imc
# Specify the IP address range for dynamic allocation in the DHCP address pool imc as 13.0.0.0/24. 

[AC-dhcp-pool-imc] network 13.0.0.0 24
4) Configure the RADIUS scheme. 

# Create a RADIUS scheme named for-imc and enter RADIUS scheme view. 

[AC] radius scheme for-imc 
# Configure the RADIUS server type as extended for the RADIUS scheme for-imc. 

[AC-radius-for-imc] server-type extended 
# Specify the IP address of the primary RADIUS authentication server as 162.105.34.20. 

[AC-radius-for-imc] primary authentication 162.105.34.20
# Specify the IP address of the primary RADIUS accounting server as 162.105.34.20. 

[AC-radius-for-imc] primary accounting 162.105.34.20
# Configure the shared key the system uses to exchange packets with the RADIUS authentication server as admin. 

[AC-radius-for-imc] key authentication admin
# Configure the shared key the system uses to exchange packets with the RADIUS accounting server as admin. 

[AC-radius-for-imc] key accounting admin
# Set the realtime accounting interval of the RADIUS scheme for-imc to three minutes. 

[AC-radius-for-imc] timer realtime-accounting 3 
# Disable the device from buffering stop-accounting requests getting no responses. 

[AC-radius-for-imc] undo stop-accounting-buffer enable  
# Enable the accounting-on function. With this feature enabled, when the device reboots, an accounting-on message will be sent to the RADIUS server to log out the online users of the device.
[AC-radius-for-imc] accounting-on enable 
[AC-radius-for-imc] quit

5) Configure the authentication domain. 

# Create a new ISP domain named imc and enter ISP domain view. 

[AC] domain imc
# Configure the ISP domain imc to use RADIUS authentication scheme for-imc for LAN-access users. 

[AC-isp-imc] authentication lan-access radius-scheme for-imc
# Configure the ISP domain imc to use RADIUS authorization scheme for-imc for LAN-access users. 

[AC-isp-imc] authorization lan-access radius-scheme for-imc
# Configure the ISP domain imc to use RADIUS accounting scheme for-imc for LAN-access users. 
[AC-isp-imc] accounting lan-access radius-scheme for-imc  

[AC-isp-imc] quit

6) Configure the authentication domain imc as the system default ISP domain. 

[AC] domain default enable imc 

7) Configure the ACL

# Create an IPv4 ACL numbered 3001. 

[AC] acl number 3001
# Create rule 0 to match packets sourced from subnet 13.0.0.0/24. 

[AC-acl-adv-3001] rule 0 permit ip source 13.0.0.0 0.0.0.255 

[AC-acl-adv-3001] quit

8) Configure a QoS policy

# Create a class named ipv4. 

[AC] traffic classifier ipv4
# Match ACL 3001 in the class. 

[AC-classifier-ipv4] if-match acl 3001
[AC-classifier-ipv4] quit
# Create a traffic behavior named ipv4 and enter the traffic behavior view. 

[AC] traffic behavior ipv4
# Configure the action of permitting traffic to pass through for the traffic behavior. 

[AC-behavior-ipv4] filter permit
# Configure CAR for the traffic behavior, and set the CIR to 500 kbps. 

[AC-behavior-ipv4] car cir 500
[AC-behavior-ipv4] quit
# Create a policy named ipv4. 

[AC] qos policy ipv4
# Associate class ipv4 with traffic behavior ipv4 in QoS policy ipv4. 

[AC-qospolicy-ipv4] classifier ipv4 behavior ipv4
[AC-qospolicy-ipv4] quit
9) Configure a user profile
# Create a user profile named c. 

[AC] user-profile c
# Apply QoS policy ipv4 to the inbound traffic of online users of user profile c. 
[AC-user-profile-c] qos apply policy ipv4 inbound

[AC-user-profile-c] quit

# Activate user profile c. 

[AC] user-profile c enable
10) Configure a wireless service template

# Create crypto-type service template 1. 

[AC] wlan service-template 1 crypto 
# Configure the SSID of service template 1 as admin-crypto. 

[AC-wlan-st-1] ssid admin-crypto
# Bind interface WLAN-ESS1 to service template 1. 

[AC-wlan-st-1] bind WLAN-ESS 1
# Enable the CCMP cipher suite. 

[AC-wlan-st-1] cipher-suite ccmp
# Configure the beacon and probe response frames to carry the RSN information. 

[AC-wlan-st-1] security-ie rsn
# Configure the authentication method as open system authentication. 

[AC-wlan-st-1] authentication-method open-system 
[AC-wlan-st-1] quit

11) Configure a wireless interface, and enable port security (802.1X authentication) on the wireless interface

# Create interface WLAN-ESS1 and enter interface view. 

[AC-WLAN-ESS1] interface WLAN-ESS1
# Configure the port security mode of WLAN-ESS1 as userlogin-secure-ext. 

[AC-WLAN-ESS1] port-security port-mode userlogin-secure-ext
# Enable key negotiation of the 11key type on WLAN-ESS1. 

[AC-WLAN-ESS1] port-security tx-key-type 11key
# Disable the online user handshake function. 

[AC-WLAN-ESS1] undo dot1x handshake
# Disable the multicast trigger function on WLAN-ESS1. 

[AC-WLAN-ESS1] undo dot1x multicast-trigger
12) Enable service template 1. 

[AC] wlan service-template 1

[AC-wlan-st-1] service-template enable
13) Configure the AP and bind it to the wireless service template

# Create an AP template named 2200, and set the AP model to WA2220E-AG. 
[AC] wlan ap 2200 model WA2220E-AG
# Configure the radio type of radio2 as 802.11g. 
[AC-wlan-ap-2200] radio 2 type dot11g
# Set the serial ID of the AP to 210235A29G007C000020. 

[AC-wlan-ap-2200] serial-id 210235A29G007C000020
# Specify radio 2 to operate on channel 10 . 

[AC-wlan-ap-2200-radio-2] channel 10
# Associate service template 1 with radio 2 on the AC. 

[AC-wlan-ap-2200-radio-2] service-template 1
# Enable radio 2 on the AP. 

[AC-wlan-ap-2200-radio-2] radio enable
[AC-wlan-ap-2200-radio-2] quit

[AC-wlan-ap-2200] quit 
14) Configure the IP address of VLAN-interface 1 as 13.0.0.200/24. 

[AC] interface Vlan-interface1
[AC-Vlan-interface1] ip address 13.0.0.200 255.255.255.0
15) Configure the default route. 
[AC-Vlan-interface1] ip route-static 0.0.0.0 0.0.0.0 13.0.0.254

Configuration on iMC

Configure the Dot1x authentication item on the iMC (iMC version: UAM 3.20-E0401L04) as follows:
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1) Configure the access device

[image: image4.emf]
2) Configure the service

[image: image5.emf]
3) Configure the account user
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4) Validate the configuration immediately

[image: image8.emf]
Verification

1) Specify SSID admin-crypto on the client, enter the username and password, and then the client logs in successfully. 
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2) Use the display connection command to display 802.1X users, and check whether the client is online. Check the detailed connection information, and make sure that the QoS profile has been applied properly. 

<AC> display connection ucibindex 957

Index=957 , Username=test@imc

MAC=0016-011a-3d8a

IP=N/A

Access=8021X   ,AuthMethod=EAP

Port Type=Wireless-802.11,Port Name=WLAN-DBSS1:3

Initial VLAN=1, Authorization VLAN=N/A

ACL Group=Disable

User Profile=c

CAR=Disable

Priority=Disable

Start=2008-11-03 11:30:52 ,Current=2008-11-03 11:32:05 ,Online=00h01m12s

 Total 1 connection matched.          
3) Check whether the user is online through the iMC. 

4) On the client, you can ping the PC successfully. 

5) User the display acl 3001 command to display the information about ACL 3001. 

<AC> display acl 3001

Advanced ACL  3001, named -none-, 1 rule,

ACL's step is 5

 rule 0 permit ip source 13.0.0.0 0.0.0.25 (4 times matched)
6) Use the chariot to inject unidirectional traffic from the client to the PC, with the average traffic rate limited within the 500 kbps. 

Configuration Guidelines

· Make sure you have disabled Layer 2 fast forwarding on the AC. 

· The direction of traffic to be regulated should be consistent with that configured in the QoS profile. 

Protocols and Standards

None

Related Documentation

· User Profile Configuration and User Profile Commands in the System Volume in H3C WX Series Access Controllers  User Manual. 

· QoS Configuration and QoS Commands in the QoS Volume in H3C WX Series Access Controllers  User Manual. 
· WLAN Service Configuration and WLAN Service Commands in the WLAN Volume in H3C WX Series Access Controllers  User Manual. 
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