H3C WX Series AC+Fit AP—Configuration Example for Assigning APs and Wireless Clients to Different VLANs
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Abstract: This document describes how to enhance the security and stability of the communication between the AC and APs by assigning APs and wireless clients to different VLANs, and by doing so, grant wireless clients access to only network resources in specific VLANs. 
Acronyms:
	Acronym
	Full spelling

	AC
	Access Controller

	AP
	Access Point

	CAPWAP
	Controlling and Provisioning of Wireless Access Point

	PoE
	Power Over Ethernet

	VLAN
	Virtual Local Area Network

	WLAN
	Wireless Local Area Network
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Feature Overview
By assigning wireless clients and APs to different VLANs and assigning the AC and APs to the same VLAN, you can protect the communication between the AC and APs from being interfered by common data packets in other VLANs. This is especially useful in fending off or reducing threats such as ARP packet attacks from complicated, insecure wired networks.  

In addition, you can also assign different wireless or wired clients to different VLANs based on certain criteria (by department for example), thus protecting access rights to the network and lowering the risks of ARP broadcast storms.

Benefits
The feature enables you to:
· Freely configure VLANs for wireless and wired clients, as well as APs. 

· More flexibly deploy your WLANs. 

In this way, you can centrally manage the wired and wireless networks. 

Application Scenarios
Assigning APs and wireless clients to different VLANs allows you to more flexibly deploy your WLANs. You may use this feature when you need to:

· Deploy VLANs to enhance the security and stability of the communication between the AC and APs.

· Grant wireless clients access to only network resources of specific VLANs based on certain criteria (by department, for example).

Configuration Guidelines
Follow these guidelines when configuring this feature:

· Configure the port used to access the network on the AC as a trunk port to allow packets of different VLANs to pass through. 

· Configure DHCP services for the APs on the AC.

Configuration Example
Network Requirements
[image: image1.wmf]
In this configuration example, the AC is a WX5002 access controller, and the AP is a WA2100 WLAN access point. 

Assign the AP to VLAN 100 and assign Server (a server that provides application services) to VLAN 10; configure to allow Client 1 to access only network resources in VLAN 10 through the Layer 2 network, as shown in Figure 1.

Figure 41 Network diagram for assigning APs and wireless clients to different VLANs
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Configuration Considerations
The configuration tasks include: 

· Configure the AP information on the AC. 

· Assign the AP to a dedicated VLAN on the PoE switch.  

· Configure the WLAN-ESS interface and the corresponding service template, and assign the WLAN-ESS interface to VLANs that can be accessed by wireless clients. 

· Configure the encryption methods according to different levels of security requirements. 

· Enable the service template and radios. 

In this way, basic service sets can be allocated to different VLANs. The clients can access the network resources of a specific VLAN by using a specific SSID.

Software Version Used
AC Software Version
<AC>display version

H3C Comware Platform Software

Comware Software, Version 5.00, ESS 1102P01

Copyright (c) 2004-2007 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

Compiled Jun 13 2007 22:14:11, RELEASE SOFTWARE

H3C WX5002-128 uptime is 0 week, 0 day, 0 hour, 3 minutes

 CPU type: BCM MIPS 1250 700MHz

 1024M bytes DDR SDRAM Memory

 32M bytes Flash Memory

 Pcb             Version:  A

 Logic           Version:  1.0

 Basic  BootROM  Version:  1.12

 Extend BootROM  Version:  1.13

 [SLOT  1]CON           (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]GE1/0/1       (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]GE1/0/2       (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]M-E1/0/1      (Hardware)A,     (Driver)1.0,    (Cpld)1.0

AP Software Version
<AP>display version

H3C Comware Platform Software

Comware Software, Version 5.00, ESS 1102P01

Copyright (c) 2004-2007 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

Compiled Jun 12 2007 15:52:46, RELEASE SOFTWARE

H3C WA2100 uptime is 0 week, 0 day, 0 hour, 0 minute

 CPU type: ATHEROS MIPS 2313 180MHz

 32M bytes SDRAM Memory

 4M bytes Flash Memory

 Pcb             Version:  Ver.B

 Basic  BootROM  Version:  1.08

 Extend BootROM  Version:  1.08

 [SLOT  1]CON           (Hardware)Ver.B, (Driver)1.0

 [SLOT  1]RADIO1/0/1    (Hardware)Ver.B, (Driver)1.0

 [SLOT  1]ETH1/0/1      (Hardware)Ver.B, (Driver)1.0
Configuration Procedures
Configuration on the PoE Switch
Configuration information
# Assign the AP to VLAN 100 and Server to VLAN 10.

<Poe_Switch>display current-configuration

#

 sysname Poe_Switch

#

 mirroring-group 1 local

#

radius scheme system

#

domain system

#

vlan 1

#

vlan 10

#

vlan 100

#

interface Aux1/0/0

#

interface Ethernet1/0/1

 poe enable

 port access vlan 100
#

interface Ethernet1/0/2

#

interface Ethernet1/0/3

 port access vlan 10
#

interface Ethernet1/0/4

#

interface Ethernet1/0/5

#

interface Ethernet1/0/6

#

interface Ethernet1/0/7

#

interface Ethernet1/0/8

#

interface Ethernet1/0/9

#

interface Ethernet1/0/10

#

interface Ethernet1/0/11

#

interface Ethernet1/0/12

#

interface Ethernet1/0/13

#

interface Ethernet1/0/14

#

interface Ethernet1/0/15

#

interface Ethernet1/0/16

#

interface Ethernet1/0/17

#

interface Ethernet1/0/18

#

interface Ethernet1/0/19

#

interface Ethernet1/0/20

#

interface Ethernet1/0/21

#
interface Ethernet1/0/22

#

interface Ethernet1/0/23

#

interface Ethernet1/0/24

#

interface GigabitEthernet1/1/1

 port link-type trunk

 port trunk permit vlan all
#

interface GigabitEthernet1/1/2

#

interface GigabitEthernet1/1/3

#

interface GigabitEthernet1/1/4

#

 undo irf-fabric authentication-mode

#

interface NULL0

#

user-interface aux 0

user-interface aux 1 7

user-interface vty 0 4

#

return

<Poe_Switch>
Configuration steps
<Poe_Switch>system-view

[Poe_Switch]interface ethernet 1/0/1
# Enable PoE on Ethernet 1/0/1.

[Poe_Switch-Ethernet1/0/1]poe enable
# Assign Ethernet 1/0/1 to VLAN 100. 

[Poe_Switch-Ethernet1/0/1]port access vlan 100

[Poe_Switch-Ethernet1/0/1]quit

[Poe_Switch]interface ethernet 1/0/3
# Assign Ethernet 1/0/3 to VLAN 10. 

[Poe_Switch-Ethernet1/0/3]port access vlan 10

[Poe_Switch-Ethernet1/0/3]quit

[Poe_Switch]interface gigabitethernet 1/1/1
# Configure Ethernet port GigabitEthernet 1/1/1 as a trunk port. 

[Poe_Switch-GigabitEthernet1/1/1]port link-type trunk
# Configure trunk port GigabitEthernet 1/1/1 to permit all VLANs. 

[Poe_Switch-GigabitEthernet1/1/1]port trunk permit vlan all

[Poe_Switch-GigabitEthernet1/1/1]quit
Configuration on the AC
Configuration information
<AC>display current-configuration

#

 version 5.00, ESS 1102P01

#

 sysname AC

#

 domain default enable system
#

vlan 1

#
vlan 10

#

vlan 100

#

domain system

 access-limit disable

 state active

 idle-cut disable

 self-service-url disable

#
# Configure the DHCP server that allocates IP addresses for the AP. In actual applications, you are recommended to use an independent DHCP server. 

dhcp server ip-pool for_aps

 network 101.1.1.0 mask 255.255.255.0

 gateway-list 101.1.1.1
#

wlan radio-policy testrp

#

wlan service-template 1 clear

 ssid market_department

 bind WLAN-ESS 1

 authentication-method open-system

 service-template enable
#

wlan rrm

 11a mandatory-rate 6 12 24

 11a supported-rate 9 18 36 48 54 

 11b mandatory-rate 1 2

 11b supported-rate 5.5 11

 11g mandatory-rate 1 2 5.5 11

 11g supported-rate 6 9 12 18 24 36 48 54

#

interface NULL0

#
# Configure an IP address for VLAN interface 100 for communicating with the AP.

interface Vlan-interface100

 ip address 101.1.1.1 255.255.255.0
#

interface GigabitEthernet1/0/1

 port link-type trunk

 port trunk permit vlan all
#

interface GigabitEthernet1/0/2

#

interface M-Ethernet1/0/1

#
# Assign interface WLAN-ESS 1 corresponding to the AP to VLAN 10. 

interface WLAN-ESS1

 port access vlan 10
#

wlan ap testap model WA2100

 serial-id 210235A29G007C000020

 radio 1 type 11b

  radio-policy testrp

  service-template 1

  radio enable

#

 dhcp enable

#

user-interface aux 0

user-interface vty 0 4

#

return

<AC>
Configuration steps
1) Configure DHCP services for the AP

<AC>system-view
# Enable DHCP.

[AC]dhcp enable
# Create a common DHCP address pool named for_aps.

[AC]dhcp server ip-pool for_aps
# Specify 192.168.8.0/24 as the address range for dynamic allocation in DHCP address pool for_aps.

[AC-dhcp-pool-for_aps]network 101.1.1.0 mask 255.255.255.0
# Specify the gateway address to be assigned to DHCP clients by DHCP address pool for_aps as 10.110.1.99.

[AC-dhcp-pool-for_aps]gateway-list 101.1.1.1
[AC-dhcp-pool-for_aps]quit

2) Configure the wireless service set

# Create VLAN 10.

[AC]vlan 10

[AC vlan10]quit
# Create a WLAN-ESS interface numbered 1.

[AC]interface wlan-ess 1
# Assign interface WLAN-ESS 1 to VLAN 10. 

[AC-WLAN-ESS1]port vlan access 10

[AC-WLAN-ESS1]quit
# Create service template 1 of the clear type. 

[AC]wlan service-template 1 clear
# Set the SSID of the current service template to market_department.

[AC-wlan-st-1]ssid market_department
# Bind interface WLAN-ESS 1 to the service template. 

[AC-wlan-st-1]bind WLAN-ESS 1
# Set the authentication method for wireless clients accessing the wireless service (SSID) to open system authentication.

[AC-wlan-st-1]authentication-method open-system
# Enable the service template.

[AC-wlan-st-1]service-template enable
[AC-wlan-st-1]quit

3) # Configure an IP address for VLAN interface 100 for communicating with the AP.

# Create VLAN 100.

[AC]vlan 100

[AC-vlan100]quit

# Enter the view of VLAN interface 100.

[AC]interface Vlan-interface 100
# Configure the IP address of VLAN interface 100 as 101.1.1.1/24.

[AC-Vlan-interface100]ip address 101.1.1.1 255.255.255.0
[AC-Vlan-interface100]quit

4) Configuring the AP

# Create a radio policy named testrp.

[AC]wlan radio-policy testrp

[AC-wlan-rp-testrp]quit
# Create an AP management template named testap and select WA2100 as the model name.

[AC]wlan ap testap model wa2100
# Set the serial ID of the AP to 210235A29G007C000022.

[AC-wlan-ap-testap]serial-id 210235A29G007C000020

# Set the radio type of radio 1 to 802.11b.
[AC-wlan-ap-testap]radio 1 type 11b
# Map radio policy testap to radio 1.

[AC-wlan-ap-testap-radio-1]radio-policy testrp
# Associate the clear-type service template 1 configured on the AC with radio 1.

[AC-wlan-ap-testap-radio-1]service-template 1
# Enable radio 1.

[AC-wlan-ap-testap-radio-1]radio enable

Verification
# Check the status of the AP on the AC; check that the AP and AC are connected and interface WLAN-ESS 1 is up. 

<AC>display wlan ap all

 Total Number of APs configured: 1

 Total Number of APs connected : 1

                                  AP Profiles

------------------------------------------------------------------
AP Name         APID State     Model          Serial-ID

------------------------------------------------------------------
testap          1    Run       WA2100         210235A29G007C000020
------------------------------------------------------------------
<AC>
<AC>display brief interface

The brief information of interface(s) under route mode:

Interface            Link      Protocol-link  Protocol type    Main IP

M-E1/0/1             UP        DOWN           ETHERNET         --

NULL0                UP        UP(spoofing)   NULL             --

Vlan100              UP        UP             ETHERNET         101.1.1.1

The brief information of interface(s) under bridge mode:

Interface            Link      Speed     Duplex   Link-type  PVID

GE1/0/1              UP        1G(a)     full(a)  trunk      1

GE1/0/2              DOWN        1G(a)     full(a)  access     1

WLAN-ESS1            UP        --        --       access     10

WLAN-DBSS1:1         UP        --        --       access     10

<AC>
Check that Client 1 can access the wireless network whose SSID is market_department.
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# Client 1 can communicate with Server. 

C:\>ping 202.1.1.1

Pinging 202.1.1.1 with 32 bytes of data:

Reply from 202.1.1.1: bytes=32 time=13ms TTL=128

Reply from 202.1.1.1: bytes=32 time=2ms TTL=128

Reply from 202.1.1.1: bytes=32 time=39ms TTL=128

Reply from 202.1.1.1: bytes=32 time=1ms TTL=128

Ping statistics for 202.1.1.1:

    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

    Minimum = 1ms, Maximum = 39ms, Average = 13ms
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