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H3C WX Series AC and H3C iMC Configuration Example
Keywords: WX5004, iMC, network management
Abstract: H3C Intelligent Management Center (iMC) is a comprehensive network management product launched by H3C. Focusing on service management, iMC manages the resources, end users, and application services of a network. iMC provides you with a total solution for end-to-end resource management, user management, and service management
.
Acronyms:
	Acronym
	Full spelling

	AC
	Access Controller

	AP
	Access point

	ESS
	Extended Service Set

	WLAN
	Wireless Local Area Network

	SSID
	Service Set Identifier

	SNMP
	Simple Network Management Protocol
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Feature Overview
With increasing demand for information in different industries and boosts in the construction of a variety of networks such as enterprise networks and campus networks, network management is confronted with the issues of how to provide easy and efficient management for devices. In addition, the popularity of networks and the explosion of network subscribers result in a boom of various types of networks. As the networks offer convenience for end users, network security is becoming a major concern. To solve the problem, iMC provides a solution for users to monitor, maintain and manage the network. 
iMC is composed of the Intelligent Management Platform and various service components
. The installation of service components is highly customizable. 
With its modular structure, iMC serves as a scalable network management platform that provides various service components and network management solutions. 

Currently, iMC provides various service components including User Access Manager (UAM), EAD Security Policy (EAD), Intelligent Configuration Center (iCC), VLAN Manager (VLANM), ACL Manager (ACLM), MPLS VPN Manager (MVM), Wireless Service Manager (WSM), EPON Manager (EPM), EoC Manager (EoCM), Network Traffic Analyzer (NTA), User Behavior Auditor (UBA), QoS Manager (QoSM), and Unified Data Manager (UDM).
Application Scenarios
iMC allows you to
· View and monitor WX5004 device information
· Configure ACs in batch

· Upgrade software for ACs

· Manage logs and alarms of the ACs

Configuration Guidelines
The memory of the iMC server must be no less than 2 GB. 

Configuration Example
Network Requirements
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This configuration example uses a WX5004 access controller.
Figure 41 Network diagram for cooperation between AC and iMC
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Configuration Consideration
1) Install iMC and the service components by following the instructions of the iMC installation manual. 
2) Configure valid interfaces on the AC and make sure the route is reachable between the WX5004 and the iMC server. 
3) Configure SNMP parameters on the AC. 
4) Log in to the iMC Web configuration page and set up a connection with the AC. 
Software Version Used
<AC>display version 

H3C Comware Platform Software

Comware Software, Version 5.20, Beta 2103P01

Copyright (c) 2004-2009 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

H3C WX5004 uptime is 0 week, 1 day, 23 hours, 47 minutes

H3C WX5004 with 1 RMI XLR 716 800MHz Processor 

1024M bytes DDR2

4M bytes Flash Memory

Config Register points to FLASH

256M bytes CFCard Memory

Hardware Version is Ver.A

CPLD Version is 007

Basic Bootrom Version is 1.05

Extend Bootrom Version is 1.05

[Subslot 0]WX5004 Hardware Version is Ver.A
Configuration Procedures
Configuration on AC
Configuration information
<AC>display current-configuration

#

 version 5.00, 0001

#

 sysname AC_chip                     

#

interface Vlan-interface1

 ip address 8.190.1.60 255.255.0.0           

#

 snmp-agent

 snmp-agent community read public

 snmp-agent community write private

 snmp-agent sys-info version all
snmp-agent trap enable
snmp-agent target-host trap address udp-domain 8.1.1.11 params securityname public
#
Configuration steps
1) Assign IP address 8.190.1.60/16 to VLAN-interface 1. 
[AC]interface Vlan-interface1

[AC-Vlan-interface1]ip address 8.190.1.60 255.255.0.0
2) Configure the SNMP parameters. 
# Enable SNMP agent on the AC.

[AC]snmp-agent
# Create a community with the name of public, allowing read-only access right using this community name.
[AC]snmp-agent community read public
# Create a community with the name of private, allowing read and write access right using this community name.
[AC]snmp-agent community write private
# Specify the SNMP versions in use, including SNMPv1, SNMPv2c, and SNMPv3.

[AC]snmp-agent sys-info version all
# Enable the trap function globally.

[AC]snmp-agent trap enable
# Enable the device to send SNMP traps to 8.1.1.11, using the community name of public.
[AC]snmp-agent target-host trap address udp-domain 8.1.1.11 params securityname public
Verification
Verify that the route is reachable between iMC and the AC 
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PING 8.1.1.11: 56 data bytes, press CTRL_C to break
Reply from 8.1.1.11: bytes=56 Sequence=1 tt1=127 tim
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Add the AC to the management scope of iMC
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1) Click Add Device in the Function Navigation area to enter the page for adding a device. Configure the device as shown in the following figure. 
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2) On the page for adding a device, click Configure in the SNMP Settings area to enter the page for configuring SNMP parameters. 
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3) After the device is added to iMC successfully, the page appears automatically displaying the adding operation result, as shown below. 
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Or you can in the Resource tab page, select Devices View > All Devices > Wireless to view the device details, as shown in the following two figure.
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If the status icon of the device is green, the connection is normal.

AC-Related Configuration in iMC
Opening the Device Panel
1) Select the Resource tab and then click the Wireless link, as shown below. 
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2) Click the WX5004(8.190.1.60) link, as shown below. 
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3) From the Action menu, click Open Device Panel, as shown below. 
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4) The device panel is displayed, as shown below. 
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5) Right-click on the port, and select Port Management > Port Information, as shown below. 
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6) The port information is displayed on the page, as shown below. 
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Managing the Configuration File
The following describes the management of the configuration file. 
Backing up the configuration file
1) Select the Resource tab and then click the Wireless link. Then on the page displaying the wireless devices, click the WX5004(8.190.1.60) link to enter the page displaying the information of this device. From the Configuration Center menu, select Backup Configuration File, as shown below. 
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2) The configuration is backed up successfully and the system displays a message, as shown below. 
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Managing the configuration file
1) Select the Service tab, and select Configuration Center in the navigation tree to enter the page displaying configuration. On the page, click the icon in the Operation column and select Configuration Management, as shown below. 
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2) You can modify, restore, compare configuration files, make the configuration as a baseline version, and save the configuration file as a template. 
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Configuring an auto backup task
1) Select the Resource tab and then click the Wireless link. Then on the page displaying the wireless devices, click the WX5004(8.190.1.60) link to enter the page displaying the information of this device. Then select Set Auto Backup Attribute from the Configuration Center menu, as shown below. 
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2) On the page for setting the attributes, configure an auto backup task. 
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For other configurations in iMC, refer to related manuals.
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