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Abstract: This document introduces the ARP attack defense configuration on H3C AC and AP series. 
Acronyms:
	Acronym
	Full spelling

	AC
	Access Control

	AP
	Access Point

	ESS
	Extended Service Set

	WLAN
	Wireless Local Area Network

	SSID
	Service Set Identifier

	ARP
	Address Resolution Protocol
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Feature Overview

Introduction

ARP Active Acknowledgement

With the ARP active acknowledgement feature configured on a device, upon receiving an ARP packet with a sender MAC address different from that in the corresponding ARP entry, the device checks whether the ARP entry has been updated within the last minute. If yes, the device does not update the ARP entry; if not, the device unicasts an ARP request to the MAC address in the ARP entry. Then, if an ARP reply is received within five seconds, the ARP packet is ignored; if not, the device unicasts an ARP request to the sender MAC address of the ARP packet. Then, if an ARP reply is received within five seconds, the device updates the ARP entry; if not, the device keeps the ARP entry unchanged. 

Source MAC Address Based ARP Attack Detection

This function allows the device to check the source MAC address of ARP packets. If the number of ARP packets sent from a MAC address within five seconds exceeds the specified threshold, the device considers this an attack, generates an alarm and filters out ARP packets sourced from that MAC address. 

Only the ARP packets delivered to the CPU are detected. 

ARP Packet Source MAC Address Consistency Check

This function is usually configured on a gateway to defend against ARP attack packets with the source MAC address in the Ethernet header different from the sender MAC address in the ARP message. 

The ARP detection function also checks the source MAC address consistency. Note the differences between the two functions: The ARP detection function is enabled on an access device to check the source MAC address consistency in the ARP packets delivered to the CPU. The ARP packet source MAC address consistency check function is enabled on a gateway to check the ARP packets to be learned, ensuring the gateway to learn correct ARP entries.

Advantages

ARP attack defense can be used for single point defense and whole network defense. It can effectively defend against the gateway spoofing attacks, user spoofing attacks, as well as flooding attacks. 

Used for single point defense, the ARP attack defense functions such as source address based attack detection, source MAC address consistency check, and active acknowledgement, together with the existing ARP functions such as ARP packet rate limit and ARP entries learning limit can well protect a gateway.

Used for network defense, the ARP detection function based on DHCP snooping entries and static IP-to-MAC bindings can well prevent the gateway spoofing and user spoofing attacks. 

The ARP attack defense feature is widely applicable. It can be applied to networks with DHCP deployed.

Application Scenarios

The ARP active acknowledgement feature is mainly configured on gateways to prevent user spoofing attacks. 

The source MAC address based attack detection, source MAC address consistency check, and active acknowledgement features can be configured solely on a device. They are not dependent with any other feature. 

The ARP detection function based on DHCP snooping entries is configured on access devices, and is relied on DHCP networking and requires the access devices to be enabled with DHCP snooping. 

Configuration Guidelines

None

ARP Attack Defense Configuration Example

Network Requirements

· As shown in Figure 1, Switch A acts as the gateway. Configure the source MAC address based ARP attack detection, ARP source MAC address consistency check, and ARP active acknowledgement on Switch A to protect the gateway. 

· Switch B (uses access controller WX3024 in this example) acts as the access device. Configure the ARP detection function on Switch B, and then configure DHCP snooping or bind the IP addresses and MAC addresses of important servers on Switch B to check the ARP packets to be forwarded and drop the invalid ARP packets. 

Figure 41 Network diagram for ARP attack defense configuration
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Configuration Considerations

Use the attack defense feature together with the ARP detection function. 

Software Version Used

<WX3024> display version

H3C Comware Platform Software

Comware Software, Version 5.20, Beta 3105P02

Copyright (c) 2004-2008 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

H3C WX3024 uptime is 0 week, 0 day, 1 hour, 22 minutes

H3C WX3024 with 1 RMI XLS 404 750MHz Processor

256M bytes DDR2

56M bytes Flash Memory

Config Register points to FLASH

Hardware Version is Ver.A

CPLD Version is 002

Basic Bootrom Version is 1.06

Extend Bootrom Version is 1.06

[Slot 0]WX3024LSW Hardware Version is NA

[Slot 1]WX3024RPU Hardware Version is Ver.A
Configuration procedures

Configuration information

Configuration on Switch B (WX3024):

#

 version 5.20, Release 3106

#

 sysname H3C

#

 domain default enable system

#

 telnet server enable

#

 port-security enable

#

 oap management-ip 192.168.0.101 slot 0

#

vlan 1

#

vlan 10

 arp detection enable
#

domain system

 access-limit disable

 state active

 idle-cut disable

 self-service-url disable

#

user-group system

#

local-user admin

 password simple admin

 authorization-attribute level 3

 service-type telnet

#

wlan rrm

 dot11a mandatory-rate 6 12 24

 dot11a supported-rate 9 18 36 48 54

 dot11b mandatory-rate 1 2

 dot11b supported-rate 5.5 11

 dot11g mandatory-rate 1 2 5.5 11

 dot11g supported-rate 6 9 12 18 24 36 48 54

#

wlan service-template 1 clear

 ssid abc

 bind WLAN-ESS 1

 service-template enable
#

interface NULL0

#

interface Vlan-interface1

 ip address 192.168.0.100 255.255.255.0
#

interface GigabitEthernet1/0/1

 arp detection trust
#

interface WLAN-ESS1

 port access vlan 10

 arp rate-limit rate 15 drop
#

wlan ap ap1 model WA2100

 serial-id 210235A29G007C000020

 radio 1

  service-template 1

  radio enable
#

wlan ap ap2 model WA2100

 serial-id 210235A29G007C000022

 radio 1

  service-template 1

  radio enable
#

 arp detection mode static-bind

 arp detection static-bind 10.1.1.1 000f-e212-0101
#

 load xml-configuration

#

user-interface aux 0

user-interface vty 0 4

 authentication-mode scheme

 user privilege level 3

#

return
Primary configuration steps

1) Add all related ports in the network diagram to VLAN 10. Configure the IP address of the VLAN-interface 10 of Switch A. (Omitted)

2) Configure source MAC address based attack detection on Switch A.

# Enter system view.

<switch A> system-view
# Enable source MAC address based attack detection and specify the detection mode as filter. 

[switch A] arp anti-attack source-mac filter

# Specify the MAC address of the interface of Switch B that is connected with Switch A as a protected MAC address, which will be free from ARP attack detection. 

[switch A] arp anti-attack source-mac exclude-mac 0000-5619-0000
# Configure the aging time for source MAC address based ARP attack detection entries.

[switch A] arp anti-attack source-mac aging-time 600

# Configure the threshold.

[switch A] arp anti-attack source-mac threshold 30

3) Configure the ARP active acknowledgement function on Switch A.

# Enable the ARP active acknowledgement function.

[switch A] arp anti-attack active-ack enable

4) Configure ARP packet source mac address consistency check.

# Enable ARP packet source MAC address consistency check

[switch A] arp anti-attack valid-check enable

5) Configure the wireless attributes of Switch B (WX3024).

<switch B> system-view
# Create wireless interface WLAN-ESS 1.

[switch B] interface WLAN-ESS 1
# Add interface WLAN-ESS 1 to VLAN 10.

[switch B-WLAN-ESS1] port access vlan 10
[switch B-WLAN-ESS1] quit
# Create service template 1 of clear type.

[switch B] wlan service-template 1 clear
# Specify the SSID of the service template as abc.

[switch B-wlan-st-1] ssid abc
# Bind service template 1 with interface WLAN-ESS1.

[switch B-wlan-st-1] bind wlan-ess 1
# Configure the authentication method for wireless clients to access the wireless service as open system.

[switch B-wlan-st-1] authentication-method open-system
# Enable the service template.

[switch B-wlan-st-1] service-template enable

[switch B-wlan-st-1] quit

# Configure AP 1 to provide the WLAN service.

# Create an AP management template named ap1, with the AP model being WA2100.

[switch B] wlan ap ap1 model WA2100
# Specify the serial number of the AP.
[switch B-wlan-ap-ap1] serial-id 210235A29G007C000020
# Specify the radio type of radio 1 as 802.11g.

[switch B-wlan-ap-ap1] radio 1 type dot11g
# Bind radio 1 with service template 1.

[switch B-wlan-ap-ap1-radio-1] service-template 1
# Enable radio 1 of AP 1.

[switch B-wlan-ap-ap1-radio-1] radio enable

# Configure AP 2 to provide the WLAN service.

# Create an AP management template named ap2, with the AP model being WA2100.

[switch B] wlan ap ap2 model WA2100
# Specify the serial number of the AP.

[switch B-wlan-ap-ap2] serial-id 210235A29G007C000022
# Specify the radio type of radio 1 as 802.11g.

[switch B-wlan-ap-ap2] radio 1 type dot11g
# Bind radio 1 with service template 1.

[switch B-wlan-ap-ap2-radio-1] service-template 1
# Enable radio 1 of AP 2.

[switch B-wlan-ap-ap2-radio-1] radio enable

[switch B-wlan-ap-ap2-radio-1] return
6) Configure the ARP detection function on Switch B.

# Enter system view.

<switch B> system-view
# Specify an ARP attack detection mode as static binding based. (You can specify the ARP detection mode according to your networking environment.)

[switch B] arp detection mode static-bind
# Configure a static IP-to-MAC binding for ARP detection: binding the IP address and MAC address of the interface on Switch A that is connected with Switch B.

[switch B] arp detection static-bind 10.1.1.1 000f-e212-0101 

# Enter VLAN view.

[switch B] vlan 10
# Enable ARP detection for the VLAN.

[switch B-vlan10] arp detection enable

# Display the VLANs enabled with ARP detection.

[switch B-vlan10] display arp detection

ARP Detection is enabled in the following VLANs:
10

# Configure the uplink port as a trusted port. By default, a port is in the untrusted state of the ARP detection. Leave the downlink port the default configuration.

[switch B] interface GigabitEthernet 1/0/1 
[switch B-GigabitEthernet1/0/1] arp detection trust

[switch B-GigabitEthernet1/0/1] quit

7) Configure ARP packet rate limit on Switch B.

# Enter interface view of WLAN-ESS 1.

[switch B] interface WLAN-ESS 1
# Configure an ARP packet rate limit for the interface.

[switch B-WLAN-ESS1] arp rate-limit rate 15 drop

[switch B-WLAN-ESS1] quit
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