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Abstract: This document describes how to classify user traffic by IP address, MAC address, and TCP/UDP port number into multiple classes and then limit user bandwidth based on the classes on H3C WX series access controllers. 
Acronyms:
	Acronym
	Full spelling

	AP
	Access Point

	AC
	Access Controller

	LWAPP
	Light Weight Access Point Protocol

	WLAN
	Wireless Local Network

	QoS
	Quality of Service
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Feature Overview
You can classify user traffic by IP address, MAC address, and TCP/UDP port number into multiple classes and then limit user bandwidth based on the classes on H3C WX series access controllers.  

By configuring QoS policies, you can limit the transmission rate of user data traffic. 
Application Scenarios
This feature can satisfy multiple rate limiting requirements, such as:

· Liming the traffic rate by user IP address;

· Limiting the traffic rate by TCP/UDP port number. 

Configuration Guidelines
Configure appropriate QoS policies as needed.

User Bandwidth Limiting Configuration Example
[image: image1.wmf]
In this configuration example, the AC is a WX5002 access controller, and the AP is a WA2100 WLAN access point (WAP). The IP address of VLAN interface 1 on the AC is 202.1.1.10/24. The IP address of VLAN interface 1 on the AP is 202.1.1.12/24. The IP addresses of Client 1, Client 2, and PC are 202.1.1.2/24, 202.1.1.3/24, and 202.1.1.1/24. A DHCP server is deployed on the network to allocate IP addresses for the AP. The PoE switch is a Layer 2 switch. 

To limit the bandwidth of Client 1 accessing the wireless network, to 512 kbps for example, you need to apply a QoS policy to the corresponding WLAN-ESS interface on the AC. 

Network Requirements
Figure 41 Network diagram for user bandwidth limiting configuration
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Configuration Considerations
The configuration tasks include: 

· Configure the wireless network;

· Configure QoS policies and apply them to WLAN-ESS interfaces as needed. 

Software Version Used
AC software version:

<AC>display  version

H3C Comware Platform Software

Comware Software, Version 5.00, ESS 1102P01

Copyright (c) 2004-2007 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

H3C WX5002-128 uptime is 0 week, 0 day, 0 hour, 3 minutes

 CPU type: BCM MIPS 1250 700MHz

 1024M bytes DDR SDRAM Memory

 32M bytes Flash Memory

 Pcb             Version:  A

 Logic           Version:  1.0

 Basic  BootROM  Version:  1.12

 Extend BootROM  Version:  1.13

 [SLOT  1]CON           (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]GE1/0/1       (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]GE1/0/2       (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]M-E1/0/1      (Hardware)A,     (Driver)1.0,    (Cpld)1.0

<AC>
AP software version:

<AP>_display  version

H3C Comware Platform Software

Comware Software, Version 5.00, ESS 1102P01

Copyright (c) 2004-2007 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

H3C WA2100 uptime is 0 week, 0 day, 0 hour, 0 minute

 CPU type: ATHEROS MIPS 2313 180MHz

 32M bytes SDRAM Memory

 4M bytes Flash Memory

 Pcb             Version:  Ver.B

 Basic  BootROM  Version:  1.08

 Extend BootROM  Version:  1.08

 [SLOT  1]CON           (Hardware)Ver.B, (Driver)1.0

 [SLOT  1]RADIO1/0/1    (Hardware)Ver.B, (Driver)1.0

 [SLOT  1]ETH1/0/1      (Hardware)Ver.B, (Driver)1.0
Configuration Procedures
Configuration on the PoE Switch
Configuration information
<Poe_Switch>display current-configuration

#

 sysname Poe_Switch 

#  

radius scheme system 

#        

domain system 

#                                                                               

vlan 1                                                                          

#                                                                               

interface Aux1/0/0                                                              

#                                                                               

interface Ethernet1/0/1                                                         

 poe enable                                                                     

#                                                                               

interface Ethernet1/0/2                                                         

#                                                                               

interface Ethernet1/0/3                                                         

#                                                                               

interface Ethernet1/0/4                                                         

#                                                                               

interface Ethernet1/0/5                                                         

#                                                                               

interface Ethernet1/0/6                                                         

#                                                                               

interface Ethernet1/0/7                                                         

#                                                                               

interface Ethernet1/0/8                                                         

#                                                                               

interface Ethernet1/0/9                                                         

#                                                                               

interface Ethernet1/0/10                                                        

#                                                                               

interface Ethernet1/0/11                                                        

#                                                                               

interface Ethernet1/0/12                                                        

#                                                                               

interface Ethernet1/0/13                                                        

#                                                                               

interface Ethernet1/0/14                                                        

#                                                                               

interface Ethernet1/0/15                                                        

#                                                                               

interface Ethernet1/0/16                                                        

#                                                                               

interface Ethernet1/0/17                                                        

#                                                                               

interface Ethernet1/0/18                                                        

#                                                                               

interface Ethernet1/0/19                                                        

#                                                                               

interface Ethernet1/0/20                                                        

#                                                                               

interface Ethernet1/0/21                                                        

#                                                                               

interface Ethernet1/0/22                                                        

#                                                                               

interface Ethernet1/0/23                                                        

#                                                                               

interface Ethernet1/0/24                                                        

#                                                                               

interface GigabitEthernet1/1/1                                                  

#                                                                               

interface GigabitEthernet1/1/2                                                  

#                                                                               

interface GigabitEthernet1/1/3                                                  

#                                                                               

interface GigabitEthernet1/1/4                                                  

#                                                                               

 undo irf-fabric authentication-mode                                            

#                                                                               

interface NULL0                                                                 

#                                                                               

user-interface aux 0                                                            

 idle-timeout 0 0                                                               

 screen-length 0                                                                

user-interface aux 1 7                                                          

user-interface vty 0 4                                                          

#                                                                               

return                                                                          

<Switch>
Configuration on the AC

Configuration information
[AC]display current-configuration                                              

#                                                                               

 version 5.00, ESS 1102P01                                                      

#                                                                               

 sysname AC                                                                    

#                                                                               

 domain default enable system                                                   

#                                                                               

 undo l2fw fast-forwarding                                                      

#                                                                               

 undo anti-attack enable                                                        

#                                                                               

vlan 1                                                                          

#                                                                               

domain system                                                                   

 access-limit disable                                                           

 state active                                                                   

 idle-cut disable                                                               

 self-service-url disable                                                       

#
# Configure a QoS policy. 

traffic classifier 1 operator and                
                                                       //Create a class named 1, and specify the relationship among the match criteria for the class as logical AND, that is, data packets can be assigned to this class only when they match all the match criteria.
if-match acl 3000                                //Define match criterion ACL 3000.
# 

traffic behavior 1                               //Create traffic behavior 1.
 car cir 512 cbs 32000 ebs 0 green pass red discard    
                                                                 //Configure traffic policing for traffic behavior 1. The CIR is 512 kbps, and the CBS is 32000 bytes. Traffic that conforms to the CIR is allowed to pass through, while traffic that conforms to neither the CIR nor the PIR is discarded.
#     

qos policy 1                                            //Create QoS policy 1.            

 classifier 1 behavior 1                              //Specify traffic behavior 1 for class 1 in the policy.       

#                                                                               

acl number 3000                                        //Create an advanced IPv4 ACL numbered 3000.  
 rule 0 permit ip source 202.1.1.2 0            //Define rule 0 to allow packets with source IP address 202.1.1.2 to pass through.
 rule 5 permit ip destination 202.1.1.2 0    // Define rule 5 to allow packets with destination IP address 202.1.1.2 to pass through.
#                                                                               

wlan radio-policy testrp                         //Create a radio policy named testrp.         

#                                                                               

wlan service-template 1 clear                   //Create service template 1 of the clear type.        

 ssid market_department                             
                                                        //Set the SSID of the current service template to market_department.
 bind WLAN-ESS 1                                   //Bind interface WLAN-ESS 1 to service template 1.   

 authentication-method open-system                 

                                                         //Set the authentication method for wireless clients accessing the wireless service (SSID) to open system authentication.    

 service-template enable                          //Enable the service template.   

#                                                                               

wlan rrm                                                                        

 11a mandatory-rate 6 12 24                                                     

 11a supported-rate 9 18 36 48 54                                               

 11b mandatory-rate 1 2                                                         

 11b supported-rate 5.5 11                                                      

 11g mandatory-rate 1 2 5.5 11                                                  

 11g supported-rate 6 9 12 18 24 36 48 54                                       

#                                                                               

interface NULL0                                                                 

#                                                                               

interface Vlan-interface1                                                       

 ip address 202.1.1.10 255.255.255.0                                             

#                                                                               

interface GigabitEthernet1/0/1                                                  

#                                                                               

interface GigabitEthernet1/0/2                                                  

#                                                                               

interface M-Ethernet1/0/1                                                       

#  
# Apply the QoS Policy

interface WLAN-ESS1                                                             

 qos apply policy 1 inbound      //Apply policy 1 to the inbound direction of interface WLAN-ESS 1. 
 qos apply policy 1 outbound     //Apply policy 1 to the outbound direction of interface WLAN-ESS 1.               

#                                                                               

wlan ap testap model WA2100       //Create an AP management template named testap and select WA2100 as the model name.  

 serial-id 210235A29G007C000022   //Set the serial ID of the AP to 210235A29G007C000022.
 radio 1 type 11b                    //Set the radio type of radio 1 to 802.11b.
  radio-policy testrp               //Map radio policy testap to radio 1.
  service-template 1                //Associate the clear-type service template 1 configured on the AC with radio 1.
  radio enable                       //Enable radio 1.                         

#                                                                               

user-interface aux 0                                                            

user-interface vty 0 4                                                          

#                                                                               

return                                                                          

[AC]
Verification
Verify the configurations on the AC:

# Check the status of the AP; check that the AP and AC are connected and the WLAN-ESS interface is up. 

<AC>display wlan ap all

 Total Number of APs configured: 1

 Total Number of APs connected : 1

                                  AP Profiles

--------------------------------------------------------                    

AP Name       APID State     Model          Serial-ID

--------------------------------------------------------               

testap          1    Run       WA2100         210235A29G007C000022
--------------------------------------------------------
<AC>

<AC>display brief interface
The brief information of interface(s) under route mode:

Interface            Link      Protocol-link  Protocol type    Main IP

M-E1/0/1             UP        DOWN           ETHERNET         --

NULL0                UP        UP(spoofing)   NULL             --

Vlan1                UP        UP             ETHERNET         101.1.1.1

The brief information of interface(s) under bridge mode:

Interface            Link      Speed     Duplex   Link-type  PVID

GE1/0/1              UP        1G(a)     full(a)  access     1

GE1/0/2            DOWN        1G(a)     full(a)  access     1

WLAN-ESS1            UP        --        --       access     1

WLAN-DBSS1:2         UP        --        --       access     1
Check that Client 1 can access the wireless network whose SSID is market_department.
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# Send traffic from PC 1 to Client 1 with the destination IP and MAC addresses of the traffic as those of Client 1; the transmission rate is well limited. 
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Because the wireless channels in the lab are busy, the transmission rate is lower than 512 kbps. The traffic statistics between the AC and AP show that the error rate is only 0.002. 
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