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H3C WX Series AC + Fit AP Layer 3 IPv4 Network Connections Configuration Example
Key words: AP, AC, Layer 3 network
Abstract: This manual describes how to implement Layer-3 communication between AC and AP over an IPv4 network.
Acronyms:
	Acronym
	Full spelling

	AP
	Access Point

	AC
	Access Control
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Feature Overview

In such a WLAN application where a campus network is divided into multiple subnets, the AC residing on the backbone network needs to communicate with APs residing on different subnets through Layer 3 connections.

Application Scenarios

This feature is applicable to a WLAN network containing multiple subnets.

Configuration Guideline

None

Configuration Example

Network requirements
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This configuration example uses the WX5002 access controller and the WA2100 wireless LAN access points.

As shown in Figure 1, an AC, APs, a DHCP server, and a DNS server are deployed on an IPv4 network.
Figure 41 Network diagram for AC + fit AP Layer 3 IPv4 network connections
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Configuration Considerations

Configure the DHCP server, the DNS server, and the AC separately.

Software Version Used

<AC> display version
H3C Comware Platform Software

Comware Software, Version 5.00, Release 1103

Copyright (c) 2004-2007 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

H3C WX5002-128 uptime is 0 week, 0 day, 0 hour, 11 minutes

 CPU type: BCM MIPS 1250 700MHz

 1024M bytes DDR SDRAM Memory

 32M bytes Flash Memory

 Pcb             Version:  A

 Logic           Version:  1.0

 Basic  BootROM  Version:  1.13

 Extend BootROM  Version:  1.14

 [SLOT  1]CON           (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]GE1/0/1       (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]GE1/0/2       (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]M-E1/0/1      (Hardware)A,     (Driver)1.0,    (Cpld)1.0
Configuration Procedures

Configuration on the Layer 3 Switch

1) Configure the interfaces of the Layer 3 switch and display the routing table
<L3SW> system

[L3SW] vlan 2
# Add Ethernet 1/0/6 through Ethernet 1/0/10 to VLAN 2.

[L3SW-vlan2] port ethernet 1/0/6 to ethernet 1/0/10

[L3SW-vlan2] vlan 3
# Add interfaces Ethernet 1/0/11 through Ethernet 1/0/15 to VLAN 3.

[L3SW-vlan3] port ethernet 1/0/11 to ethernet 1/0/15

[L3SW-vlan3] vlan 8
# Add interfaces Ethernet 1/0/16 through Ethernet 1/0/20 to VLAN 8.

[L3SW-vlan8] port ethernet 1/0/16 to ethernet 1/0/20

[L3SW-vlan8] quit

# Configure the IP address of VLAN-interface 1 as 24.10.1.9/8.

[L3SW] interface vlan 1

[L3SW-Vlan-interface1] ip address 24.10.1.9 8
[L3SW-Vlan-interface1] interface vlan 2
# Configure the IP address of VLAN-interface 2 as 24.20.1.1/24.

[L3SW-Vlan-interface2] ip address 24.20.1.1 24
[L3SW-Vlan-interface2] interface vlan 3
# Configure the IP address of VLAN-interface 3 as 24.30.1.1/24.

[L3SW-Vlan-interface3] ip address 24.30.1.1 24
[L3SW-Vlan-interface3] interface vlan 8
# Configure the IP address of VLAN-interface 8 as 8.10.1.8/8.

[L3SW-Vlan-interface8] ip address 8.10.1.8 8

[L3SW-Vlan-interface8] quit

[L3SW] display ip routing-table

 Routing Table: public net

Destination/Mask   Protocol Pre  Cost        Nexthop         Interface

8.0.0.0/8          DIRECT   0    0           8.10.1.8        Vlan-interface8

8.10.1.8/32        DIRECT   0    0           127.0.0.1       InLoopBack0

24.0.0.0/8         DIRECT   0    0           24.10.1.9       Vlan-interface1

24.10.1.9/32       DIRECT   0    0           127.0.0.1       InLoopBack0
24.20.1.0/24       DIRECT   0    0           24.20.1.1       Vlan-interface2

24.20.1.1/32       DIRECT   0    0           127.0.0.1       InLoopBack0
24.30.1.0/24       DIRECT   0    0           24.30.1.1       Vlan-interface3

24.30.1.1/32       DIRECT   0    0           127.0.0.1       InLoopBack0
127.0.0.0/8        DIRECT   0    0           127.0.0.1       InLoopBack0

127.0.0.1/32       DIRECT   0    0           127.0.0.1       InLoopBack0

2) Configure the DHCP relay agent on the Layer 3 switch

# Create DHCP server group 1 containing one DHCP server with the IP address 8.1.1.4.

[L3SW] dhcp-server 1 ip 8.1.1.4

# Enter VLAN-interface 2 view.

[L3SW] interface vlan 2
# Add VLAN-interface 2 to DHCP server group 1.

[L3SW-Vlan-interface2] dhcp-server 1
# Enter VLAN-interface 3 view.

[L3SW-Vlan-interface2] interface vlan 3
# Add VLAN-interface 3 to DHCP server group 1.

[L3SW-Vlan-interface3] dhcp-server 1

Configuration on the DHCP Server

Configure the DHCP server so that it can assign each AP an IP address. Configure the DNS server address, default gateway, and domain name.

Figure 42 Configure the DHCP server
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Configuration on the DNS Server

Create a domain with the corresponding domain name of the AC, and add the mapping between the IP address and the host name of the AC (which is h3c) to the domain.

Figure 43 Create a domain and a domain name resolution entry
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Configuration on the AC

1) Configure the IP address of the AC

[AC] interface Vlan-interface 1

[AC-Vlan-interface1] ip address 24.10.1.10 8
2) Configure the default gateway

[AC] ip route-static 0.0.0.0 0 24.10.1.9
3) Configure AP 1

# Create WLAN service template 1 of the clear type.

[AC] wlan service-template 1 clear
# Configure SSID of WLAN service template 1 as test_ap1.

[AC-wlan-st-1] ssid test_ap1
# Enable open system authentication.

[AC-wlan-st-1] authentication-method open-system
# Bind WLAN-ESS1 to service template 1.

[AC-wlan-st-1] bind WLAN-ESS 1
# Enable the service template.

[AC-wlan-st-1] service-template enable

[AC-wlan-st-1] quit
# Create radio policy 1.

[AC] wlan radio-policy 1

[AC-wlan-rp-1] quit
# Create an AP template named test_ap1 with the model WA2100.

[AC] wlan ap test_ap1 model wa2100
# Set the serial ID to 210235A29G007C000020 for AP 1.

[AC-wlan-ap-test_ap1] serial-id 210235A29G007C000020
# Specify the radio type as 802.11g for radio 1.

[AC-wlan-ap-test_ap1] radio 1 type 11g
# Associate radio 1 with service template 1.

[AC-wlan-ap-test_ap1-radio-1] service-template 1
# Map radio policy 1 to radio 1.

[AC-wlan-ap-test_ap1-radio-1] radio-policy 1
# Enable radio 1 of AP 1.

[AC-wlan-ap-test_ap1-radio-1] radio enable

[AC-wlan-ap-test_ap1-radio-1] quit

[AC-wlan-ap-test_ap1] quit

4) Configure AP 2

# Create WLAN service template 2 of the clear type.
[AC] wlan service-template 2 clear
# Configure SSID of WLAN service template 2 as test_ap2.

[AC-wlan-st-2] ssid test_ap2
# Enable open system authentication.

[AC-wlan-st-2] authentication-method open-system
# Bind WLAN-ESS2 to service template 2.

[AC-wlan-st-2] bind WLAN-ESS 2
# Enable the service template.

[AC-wlan-st-2] service-template enable

[AC-wlan-st-2] quit
# Create radio policy 2.

[AC] wlan radio-policy 2

[AC-wlan-rp-2] quit
# Create an AP template named test_ap2 with the model WA2100.

[AC] wlan ap test_ap2 model WA2100
# Set the serial ID to 210235A29G007C000022 for AP 2.

[AC-wlan-ap-test_ap2] serial-id 210235A29G007C000022
# Specify the radio type as 802.11g for radio 1.

[AC-wlan-ap-test_ap2] radio 1 type 11g

# Associate radio 1 with service template 2.

[AC-wlan-ap-test_ap2-radio-1] service-template 2
# Map radio policy 2 to radio 1.

[AC-wlan-ap-test_ap2-radio-1] radio-policy 2
# Specify channel 6 for radio 1.
[AC-wlan-ap-test_ap2-radio-1] channel 6
# Enable radio 1 of AP 2.

[AC-wlan-ap-test_ap2-radio-1] radio enable

[AC-wlan-ap-test_ap2-radio-1] quit

Verification

1) View the AP status on the AC. You can see that the APs are registered successfully.

[AC] display wlan ap all

 Total Number of APs configured           : 4

 Total Number of configured APs connected : 2

 Total Number of auto APs connected       : 0

                                  AP Profiles

-------------------------------------------------------------------------------

 AP Name         APID State     Model          Serial-ID

-------------------------------------------------------------------------------

test_ap1        1    Run       WA2100         210235A29G007C000020
test_ap2        2    Run       WA2100         210235A29G007C000022
 -------------------------------------------------------------------------------
The state of APs displayed in the preceding information shows that the APs are registered on the AC successfully.

2) View the client status on the AC. You can see that the clients are online.

[AC] display wlan client

 Total Number of Clients           : 2
 Total Number of Clients Connected : 2
                               Client Information

-------------------------------------------------------------------------------

 MAC Address        BSSID              AID    State           PS Mode  QoS Mode

-------------------------------------------------------------------------------

 0017-9a00-7ba3     000f-e212-5100     1      Running         Active   WMM
 0016-6F99-FC21     000f-e232-4100     2      Running         Active   WMM

-------------------------------------------------------------------------------
When the network connectivity is normal, the ping operation between Client 1 and Client 2 succeeds.

When the network connectivity is normal, the ping operation between PC 1 and Client 2 succeeds.
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