H3C WX Series AC + Fit AP Layer 2 Multicast
Configuration Example
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Abstract: Internet Group Management Protocol Snooping (IGMP snooping) is a multicast constraining mechanism that runs on Layer 2 devices to manage and control multicast groups.
Acronyms:
	Acronym
	Full spelling

	AC
	Access Controller

	AP
	Access Point

	IGMP snooping
	Internet Group Management Protocol Snooping

	Client
	Client
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Feature Overview

Internet Group Management Protocol Snooping (IGMP Snooping) is a multicast constraining mechanism that runs on Layer 2 devices to manage and control multicast groups.

Application Scenarios

IGMP snooping is configured in scenarios requiring an AC to forward multicast packets. 

Configuration Guidelines

It is recommended to configure IGMPv2 snooping or IGMPv3 snooping as IGMPv1 snooping may not be supported by some devices. 

Configuration Example

Network Requirements
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This configuration example uses an LS8M1WCM128A0 access controller and a WA2100 wireless LAN access point. 

Figure 41 Network diagram for Layer 2 multicast configuration
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Configuration Considerations

· Globally enable IGMP snooping. 

· Enable and configure IGMP snooping in the specified VLAN. 
Software Version Used

<AC>display version

H3C Comware Platform Software

Comware Software, Version 5.00, ESS 1102

Copyright (c) 2004-2007 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

H3C LS8M1WCM128A0 uptime is 0 week, 0 day, 19 hours, 23 minutes

 CPU type: BCM MIPS 1250 700MHz

 1024M bytes DDR SDRAM Memory

 32M bytes Flash Memory

 Pcb             Version:  B

 Logic           Version:  1.0

 Basic  BootROM  Version:  1.12

 Extend BootROM  Version:  1.13

 [SLOT  1]CON           (Hardware)B,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]GE1/0/1       (Hardware)B,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]M-E1/0/1      (Hardware)B,     (Driver)1.0,    (Cpld)1.0   
Configuration Procedures

Configuration information of the AC

[AC]display current-configuration
#
 version 5.00, 0001

#

 sysname AC

#

 domain default enable system

#

 port-security enable

#

igmp-snooping

#

vlan 1

 igmp-snooping enable

 igmp-snooping version 3

 igmp-snooping drop-unknown
#

domain system

 access-limit disable

 state active

 idle-cut disable

 self-service-url disable

#

dhcp server ip-pool 0

 network 18.0.0.0 mask 255.0.0.0

#

wlan radio-policy rp1 

#

wlan service-template 1 crypto

 ssid h3c-rsn

 bind WLAN-ESS 1

 authentication-method open-system

 cipher-suite ccmp

 security-ie rsn

 service-template enable

#

wlan rrm

 11a mandatory-rate 6 12 24

 11a supported-rate 9 18 36 48 54

 11b mandatory-rate 1 2

 11b supported-rate 5.5 11

 11g mandatory-rate 1 2 5.5 11

 11g supported-rate 6 9 12 18 24 36 48 54

#

interface NULL0

#

interface Vlan-interface1

 ip address 18.1.7.1 255.0.0.0

#

interface GigabitEthernet1/0/1

#

interface GigabitEthernet1/0/2

#

interface M-Ethernet1/0/1

#

interface WLAN-ESS1

 port-security port-mode psk

 port-security tx-key-type 11key

 port-security preshared-key pass-phrase 12345678

 undo dot1x multicast-trigger

# 

wlan ap ap1 model WA2100

 serial-id vb

 radio 1 type 11g

  channel 6

  service-template 1

  radio enable

#

 dhcp enable

#

 load xml-configuration

#

user-interface aux 0

user-interface vty 0 4

#

return
Configuration procedures

1) Globally enable IGMP snooping

<AC>system-view

[AC]igmp-snooping
2) Enable and configure IGMP snooping in VLAN 1
[AC-igmp-snooping]vlan 1
# In VLAN 1, enable IGMP snooping and the function of dropping unknown multicast data.

[AC-vlan1]igmp-snooping enable

[AC-vlan1]igmp-snooping drop-unknown
# Specify the version of IGMP snooping. 

[AC-vlan1]igmp-snooping version 3
[AC-vlan1]quit

Verification

A multicast source sends multicast data to the AC through the upstream interface of the AC; multicast members join the multicast group through AP’s wireless interface. You can view the information of the multicast group using the display igmp-snooping group command. 

[AC]display igmp-snooping group

  Total 1 IP Group(s).

  Total 1 IP Source(s).

  Total 1 MAC Group(s). 

  Port flags: D-Dynamic port, S-Static port, A-Aggregation port, C-Copy port

  Subvlan flags: R-Real VLAN, C-Copy VLAN

  Vlan(id):1.

    Total 1 IP Group(s).

    Total 1 IP Source(s). 

    Total 1 MAC Group(s). 

    Router port(s):total 0 port. 

    IP group(s):the following ip group(s) match to one mac group.

      IP group address:227.0.0.1

        (0.0.0.0, 227.0.0.1):

          Host port(s):total 1 port.

            WLAN-DBSS1:0          (D)

    MAC group(s):

      MAC group address:0100-5e00-0001

          Host port(s):total 1 port.

            WLAN-DBSS1:0
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