H3C WX Series AC + Fit AP Layer 2 Roaming Configuration Example

Keyword: AC, AP, roaming
Abstract: This configuration example describes how to configure Layer 2 roaming on the H3C WX series (AC + Fit AP network).
Acronyms:
	Acronyms
	Full spelling

	AC
	Access Controller

	AP
	Access Point

	Client
	Client
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Feature Overview

A WLAN may be deployed to cover a large area where the existing wired network is not subnetted. In this scenario, all the APs and ACs in the WLAN reside in the same subnet and belong to the same VLAN. Roaming between APs in the WLAN is called Layer-2 roaming.

Application Scenarios

All the APs and ACs in the WLAN reside in the same subnet.

Configuration Example

Network Requirements
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This configuration example uses a WX5002 access controller and WA2100 wireless LAN access points.

As shown in the figure below, an AC has two APs associated and all of them are in VLAN 1. A client is associated with AP 1.

Figure 31 Layer 2 roaming network diagram
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Configuration Considerations

Configure the DHCP server (in this example, configure the DHCP server on the AC), and configure the AC.

Software Version Used

<AC>display version

H3C Comware Platform Software

Comware Software, Version 5.00, ESS 1102P01

Copyright (c) 2004-2007 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

Compiled Jun 13 2007 22:14:11, RELEASE SOFTWARE

H3C WX5002-128 uptime is 0 week, 5 days, 17 hours, 55 minutes

 CPU type: BCM MIPS 1250 700MHz

 1024M bytes DDR SDRAM Memory

 32M bytes Flash Memory

 Pcb             Version:  A

 Logic           Version:  1.0

 Basic  BootROM  Version:  1.12

 Extend BootROM  Version:  1.13

 [SLOT  1]CON           (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]GE1/0/1       (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]GE1/0/2       (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]M-E1/0/1      (Hardware)A,     (Driver)1.0,    (Cpld)1.0

Configuration Procedures

1) The AC and APs are connected through VLAN 1, and the address of VLAN-interface 1 of the AC is 24.10.1.10/24.

2) Configure the DHCP server to assign IP addresses for the APs.

[AC]dhcp enable
# Create a DHCP address pool with the name p1.

[AC]dhcp server ip-pool p1
# Specify the IP address range for dynamic allocation in DHCP address pool p1 as 24.10.1.0/24.

[AC-dhcp-pool-p1]network 24.10.1.0 mask 255.255.255.0
# Specify the gateway address 24.10.1.1 in DHCP address pool p1.

[AC-dhcp-pool-p1]gateway-list 24.10.1.1
3) Configure AP 1 and AP 2.

# Create an AP template named ap1 and its model is WA2100.

[AC]wlan ap ap1 model WA2100
# Configure the serial ID of AP 1 as 210235A045B05B1236548.

[AC-wlan-ap-ap1]serial-id 210235A045B05B1236548
# Set the radio type of radio 1 to 802.11g.

[AC-wlan-ap-ap1]radio 1 type 11g

[AC-wlan-ap-ap1]quit
# Create an AP template named ap2 and its model is WA2100.

[AC]wlan ap ap2 model WA2100
# Configure the serial ID of AP 2 as 210235A22W0076000103.

[AC-wlan-ap-ap2]serial-id 210235A22W0076000103
# Set the radio type of radio1 to 802.11g.

[AC-wlan-ap-ap2]radio 1 type 11g

[AC-wlan-ap-ap2]quit

4) Create WLAN interface wlan-ess 1.

[AC]interface wlan-ess 1

[AC-WLAN-ESS1]quit
5) Configure the SSID.

# Create service template 1 of clear type.

[AC]wlan service-template 1 clear
# Configure the SSID of the current service template as clear.

[AC-wlan-st-1]ssid clear
# Bind WLAN-ESS1 to service template 1.

[AC-wlan-st-1]bind WLAN-ESS 1
# Set the authentication method to open system authentication.

[AC-wlan-st-1]authentication-method open-system
# Enable the service template.

[AC-wlan-st-1]service-template enable
[AC-wlan-st-1]quit

6) Apply the SSID to the APs.

# Enter the AP template view with the name of ap1.

[AC]wlan ap ap1
# Enter radio view.

[AC-wlan-ap-ap1]radio 1 type 11g
# Bind service template 1 of clear type to radio 1.

[AC-wlan-ap-ap1-radio-1]service-template 1
# Enable radio 1 of AP 1.

[AC-wlan-ap-ap1-radio-1]radio enable

[AC-wlan-ap-ap1-radio-1]quit

[AC-wlan-ap-ap1]quit

# Enter the AP template view with the name of ap2.

[AC]wlan ap ap2

# Enter radio view.

[AC-wlan-ap-ap2]radio 1 type 11g
# Bind service template 1 of clear type to radio 1.

[AC-wlan-ap-ap2-radio-1]service-template 1
# Enable radio 1 of AP 2.

[AC-wlan-ap-ap2-radio-1]radio enable

[AC-wlan-ap-ap2-radio-1]quit

Verification

The following output information indicates that the client was connected to AP 1, and then roamed to AP 2.

[AC-wlan-ap-ap2]display wlan client verbose

 Total Number of Clients           : 1

 Total Number of Clients Connected : 1

                              Client Information

--------------------------------------------------------------------------

 MAC Address                       : 000f-e2cc-cc1a

 AID                               : 1

 AP Name                           : ap1

 Radio Id                          : 1

 SSID                              : clear

 BSSID                             : 000f-e282-1290

 VLAN                              : 1

 State                             : Running

 Power Save Mode                   : Active

 Listen Interval (Beacon Interval) : 10

 RSSI                              : 31

 SNR                               : -NA-

 Client Type                       : PRE-RSNA

 Authentication Method             : Open System

 4-Way Handshake State             : -NA-

 Group Key State                   : -NA-

 Encryption Cipher                 : Clear

 Roam Status                       : Normal

 Up Time (hh:mm:ss)                : 00:00:00

--------------------------------------------------------------------------
[AC-wlan-ap-ap2]display wlan client verbose

 Total Number of Clients           : 1

 Total Number of Clients Connected : 1

                              Client Information

--------------------------------------------------------------------------

 MAC Address                       : 000f-e2cc-cc1a

 AID                               : 1

 AP Name                           : ap2

 Radio Id                          : 1

 SSID                              : clear

 BSSID                             : 000f-e245-6830

 VLAN                              : 1

 State                             : Running

 Power Save Mode                   : Active

 Listen Interval (Beacon Interval) : 10

 RSSI                              : 41

 SNR                               : -NA-

 Client Type                       : PRE-RSNA

 Authentication Method             : Open System

 4-Way Handshake State             : -NA-

 Group Key State                   : -NA-

 Encryption Cipher                 : Clear

 Roam Status                       : Normal

 Up Time (hh:mm:ss)                : 00:01:07

--------------------------------------------------------------------------

Roaming succeeded.
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