H3C WX Series AC + Fit AP WEP Encryption Configuration Example
Keywords: WEP
Abstract: With the prevalence of wireless network applications, there are more and more wireless users, bringing up the wireless security problem. This document presents a configuration example to introduce how to control wireless users and encrypt wireless data by using shared keys.
Acronyms
	Acronym
	Full spelling

	AC
	Access Controller

	AP
	Access Point

	WEP
	Wired Equivalent Privacy
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Feature Overview
Wired Equivalent Privacy (WEP) is designed to protect the privacy of the data switched between authorized users in a wireless LAN (WLAN). Nowadays, 104-bit key WEP encryption is commonly used instead of 40-bit key WEP encryption in practices. 104-bit key WEP is referred as WEP-104.

The WEP protocol defines a shared key authentication method on wireless packets and an encryption algorithm on wireless data. It is applicable to point-to-point connections between access devices and wireless clients. 
Application Scenarios
WEP can be used in scenarios where encryption on wireless access services is needed.
Configuration Guidelines
Note the following when configuring the WEP encryption:
· Configure the length of a WEP key as needed, and set a serial number to the WEP key.
· Specify the authentication method for wireless clients as shared-key.
EAP Encryption Configuration Example
Network Requirements
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This configuration example uses a WX5002 access controller and a WA2100 wireless LAN access point.
In this configuration example, WEP encryption is enabled on interface WLAN-ESS 11 of the AC to control the client accessing the network through the AP. 

Figure 41 Network diagram for WEP encryption
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Configuration Considerations
· Create a service template for WEP encryption.
· Reference the service template in the AP template. 
Software Version Used
<AC>display version

H3C Comware Platform Software

Comware Software, Version 5.00, 0001

Copyright (c) 2004-2007 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

Compiled Jul 13 2007 14:32:12, RELEASE SOFTWARE

H3C WX5002-128 uptime is 0 week, 2 days, 16 hours, 4 minutes

CPU type: BCM MIPS 1250 700MHz

512M bytes DDR SDRAM Memory

32M bytes Flash Memory

Pcb             Version:  A

Logic           Version:  1.0

Basic  BootROM  Version:  1.13

Extend BootROM  Version:  1.14

[SLOT  1]CON           (Hardware)A,     (Driver)1.0,    (Cpld)1.0

[SLOT  1]GE1/0/1       (Hardware)A,     (Driver)1.0,    (Cpld)1.0

[SLOT  1]GE1/0/2       (Hardware)A,     (Driver)1.0,    (Cpld)1.0

[SLOT  1]M-E1/0/1      (Hardware)A,     (Driver)1.0,    (Cpld)1.0
Configuration procedures
Configuration information
<AC>display current-configuration

#

 version 5.00, 0001

#

 sysname AC

#

 domain default enable cams

#

vlan 1

#

vlan 2
#

dhcp server ip-pool 20

 network 20.1.1.0 mask 255.255.255.0
#

wlan service-template 11 crypto

 ssid JOE_WEP

 bind WLAN-ESS 11

 authentication-method shared-key

 cipher-suite wep40

 wep default-key 1 wep40 pass-phrase YUJOE
 service-template enable

#

wlan rrm

 11a mandatory-rate 6 12 24

 11a supported-rate 9 18 36 48 54

 11b mandatory-rate 1 2

 11b supported-rate 5.5 11

 11g mandatory-rate 1 2 5.5 11

 11g supported-rate 6 9 12 18 24 36 48 54

#

interface NULL0

#

interface LoopBack0

#

interface Vlan-interface1

 ip address 20.1.1.200 255.255.255.0

#

interface GigabitEthernet1/0/1

#

interface GigabitEthernet1/0/2

#

interface M-Ethernet1/0/1

#

interface WLAN-ESS11
#

wlan ap ap1 model WA2100

 serial-id 210235A29G007C000020

 radio 1 type 11g

  channel 1

  max-power 3

  service-template 11
  radio enable

#

 dhcp enable

#

 load xml-configuration

#

user-interface aux 0

user-interface vty 0 4

#

return
Primary configuration steps
1) Configure a service template
<AC>system-view
# Create interface WLAN-ESS 11.
[AC]interface WLAN-ESS 11

[AC-WLAN-ESS11]quit
# Create service template 11 of crypto type.
[AC]wlan service-template 11 crypto
# Specify the SSID of the current service template as JOE_WEP.
[AC-wlan-st-11]ssid JOE_WEP
# Bind interface WLAN-ESS 11 to service template 11.
[AC-wlan-st-11]bind WLAN-ESS 11
# Specify the authentication method as shard-key for wireless clients to access the wireless service (SSID).
[AC-wlan-st-11]authentication-method shared-key
2) Configure WEP encryption
# Enable the WEP40 cipher suite.
[AC-wlan-st-11]cipher-suite wep40
# Configure the default WEP key 1 (wep40) as YUJOE.
[AC-wlan-st-11]wep default-key 1 wep40 pass-phrase YUJOE
# Enable the service template.
[AC-wlan-st-11]service-template enable
3) Configure WA2100 and reference the service template
# Create an AP management template named ap1, with the AP model being WA2100.
[AC]wlan ap ap1 model WA2100
# Specify the serial number of the AP.
[AC-wlan-ap-ap1]serial-id 210235A29G007C000020
# Specify the radio type of radio 1 as 802.11g.
[AC-wlan-ap-ap1]radio 1 type 11g
# Bind radio 1 with service template 11.
[AC-wlan-ap-ap1-radio-1]service-template 11
# Enable radio 1 of the ap1.
[AC-wlan-ap-ap1-radio-1]radio enable

[AC-wlan-ap-ap1-radio-1]return

<AC>

Verification
1) With a wrong shard key configured, the client cannot access the Internet.
2) With the correct shared key configured, the client can connect to the network successfully and access the Internet.
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