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H3C WX Series AC + Fit AP RSN Security Service ESS Configuration Example
Keywords: RSN, CCMP
Abstract: WLAN networks are more susceptible to attacks because all WLAN devices and user terminals share the same medium and thus every device or user terminal can receive data from any other sending device. If no security service is provided, plain-text data is exposed over the WLAN. At present, 802.11 protocols provide some encryption methods, such as WEP, TKIP, and CCMP, to ensure that devices and user terminals without the right key cannot read encrypted data.
Acronyms:

	Acronym
	Full spelling

	AC
	Access controller

	AP
	Access point

	SSID
	Service set identifier

	ESS
	Extended service set

	RSN
	Robust security network

	CCMP
	Counter mode with CBC-MAC protocol

	WLAN 
	Wireless Local Area Network
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Feature Overview
The WLAN security capabilities incorporated in 802.11 are inadequate for protecting networks containing sensitive information. They do a fairly good job for defending against the general public, but there are some hackers lurking out there who can crack into WLAN networks. As a result, there is a need to implement advanced security mechanisms beyond the capabilities of 802.11 if we want to protect against unauthorized access to resources on the network. The WLAN security feature allows 802.11 clients by checking the MAC sublayer.
Application Scenarios
Compared with wired networks, WLAN networks are more susceptible to attacks because all WLAN devices share the same medium and thus every device can receive data from any other sending device. If no security service is provided, plain-text data is exposed over the WLAN. To secure data transmission, 802.11 protocols provide some encryption methods, such as WEP encryption, TKIP encryption, and CCMP encryption, to ensure that devices without the right key cannot read encrypted data. The WX5002 series in the WPA and RSN networks support TKIP encryption, CCMP encryption, and the mixed encryption.
Configuration Guidelines
Make sure that the AP is in the running state.
Configuration Example
Network Requirements
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This configuration example uses the LS8M1WCM128A0 access controller module and WA2100 wireless LAN access points.
Figure 41 Network diagram for configuring RSN security service ESS
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Configuration Considerations
1) Enables the RSN information element for the service template.

2) Configure the port security mode of the WLAN-ESS port as PSK.
3)  Enable port security globally.

4) Map a service template to the radio.

Software Version Used
<AC>display version
H3C Comware Platform Software

Comware Software, Version 5.00, ESS 1102

Copyright (c) 2004-2007 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

H3C LS8M1WCM128A0 uptime is 0 week, 0 day, 19 hours, 23 minutes

 CPU type: BCM MIPS 1250 700MHz

 1024M bytes DDR SDRAM Memory

 32M bytes Flash Memory

 Pcb             Version:  B

 Logic           Version:  1.0

 Basic  BootROM  Version:  1.12

 Extend BootROM  Version:  1.13

 [SLOT  1]CON           (Hardware)B,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]GE1/0/1       (Hardware)B,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]M-E1/0/1      (Hardware)B,     (Driver)1.0,    (Cpld)1.0   
Configuration Procedures
Configuration on AC
Configuration file
[AC]dispplay current-configuration                                             

#                                                                               

 version 5.00, 0001                                                             

#                                                                               

 sysname AC                                                                 

#                                                                               

 domain default enable system                                                   

#                                                                               

 port-security enable                                                           

#                                                                               

domain system                                                                   

 access-limit disable                                                           

 state active                                                                   

 idle-cut disable                                                               

 self-service-url disable                                                       

#                                                                               

dhcp server ip-pool 0                                                           

 network 18.0.0.0 mask 255.0.0.0                                                

#                                                                               

wlan radio-policy rp1                                                           

#                                                                               

wlan service-template 1 crypto                                                  

 ssid h3c-rsn                                                                   

 bind WLAN-ESS 1                                                                
 authentication-method open-system                                              

 cipher-suite ccmp                                                              

 security-ie rsn                                                                

 service-template enable                                                        

#                                                                               

wlan rrm                                                                        

 11a mandatory-rate 6 12 24                                                     

 11a supported-rate 9 18 36 48 54                                               

 11b mandatory-rate 1 2                                                         

 11b supported-rate 5.5 11                                                      

 11g mandatory-rate 1 2 5.5 11                                                  

 11g supported-rate 6 9 12 18 24 36 48 54                                       

#                                                                               

interface NULL0                                                                 

#                                                                               

interface Vlan-interface1                                                       

 ip address 10.18.1.1 255.255.255.0                                                  

#                                                                               

interface GigabitEthernet1/0/1                                                  

#                                                                               

interface GigabitEthernet1/0/2                                                  

#                                                                               

interface M-Ethernet1/0/1                                                       

#                                                                               

interface WLAN-ESS1                                                             

 port-security port-mode psk                                                    

 port-security tx-key-type 11key                                                

 port-security preshared-key pass-phrase 12345678                               

 undo dot1x multicast-trigger                                                   

#                                                                                                                                         

wlan ap ap1 model WA2100                                                        

 serial-id vb                                                                   

 radio 1 type 11g                                                               

  channel 6                                                                     

  service-template 1                                                            

  radio enable                                                                  

#                                                                               

 dhcp enable                                                                    

#                                                                               

 load xml-configuration                                                         

#                                                                               

user-interface aux 0                                                            

user-interface vty 0 4                                                          

#                                                                               

return                                 
#

Configuration steps
1) Configure the service template.
# Create service template 1.
[AC]wlan service-template 1 crypto

# Set the SSID as h3c-rsn for service template 1.
[AC-wlan-st-1]ssid h3c-rsn
# Bind port WLAN-ESS 1 to service template 1.
[AC-wlan-st-1]bind WLAN-ESS 1
# Enable open system authentication.
[AC-wlan-st-1]authentication-method open-system
# Enable the CCMP cipher suite.
[AC-wlan-st-1]cipher-suite ccmp
# Enable the RSN-IE in the beacon and probe responses.
[AC-wlan-st-1]security-ie rsn
# Enable service template 1.
[AC-wlan-st-1]service-template enable
2) Configure the WLAN-ESS port. 
[AC]interface WLAN-ESS 1  
# Configure the port security mode of WLAN port WLAN-ESS 1 as psk.
[AC-WLAN-ESS1]port-security port-mode psk
# Enable key negotiation of the 11key type on port WLAN-ESS 1.
[AC-WLAN-ESS1]port-security tx-key-type 11key
# Configure a PSK of 12345678 on port WLAN-ESS 1.
[AC-WLAN-ESS1]port-security preshared-key pass-phrase 12345678
# Disable the multicast trigger function for port WLAN-ESS 1.
[AC-WLAN-ESS1]undo dot1x multicast-trigger
3) Enable port security. 
[AC]port-security enable
4) Map the service template to the current radio.

[AC]wlan ap 1 

[AC-wlan-ap-ap1]radio 1   

[AC-wlan-ap-ap1-radio-1]service-template 1 
Verification
1) The client using RSN type and CCMP cipher suite can connect to the AP.
2) Execute the display wlan client verbose command on the AC and the terminal display shows that the client with the RSN type connects to the AC using CCMP cipher suite. 
[AC]display wlan client verbose

 Total Number of Clients           : 1

 Total Number of Clients Connected : 1

                              Client Information

-------------------------------------------------------------------------------

 MAC Address                       : 000f-e2cc-ff08

 AID                               : 1

 AP Name                           : ap1

 Radio Id                          : 1

 SSID                              : h3c-rsn

 BSSID                             : 000f-e288-9900

 VLAN                              : 1

 State                             : Running

 Power Save Mode                   : Active

 QoS Mode                          : WMM

 Listen Interval (Beacon Interval) : 10

 RSSI                              : 22

 SNR                               : -NA-

 Client Type                       : RSN

 Authentication Method             : PSK

 4-Way Handshake State             : PTKINITDONE

 Group Key State                   : IDLE

 Encryption Cipher                 : CCMP

 Roam Status                       : Normal

 Up Time (hh:mm:ss)                : 02:48:36

-------------------------------------------------------------------------------
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