H3C WX Series AC+Fit AP PPPoE Server Configuration Example
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Abstract: This document describes how to configure an H3C WX series access controller as a PPPoE server.
Acronyms:
	Acronym
	Full spelling

	AC
	Access Controller

	AP
	Access Point

	PPPoE
	Point-to-point protocol over Ethernet

	Client
	Client
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Feature Overview
Point-to-Point Protocol over Ethernet (PPPoE) can provide access to the Internet for hosts on an Ethernet through a remote access device and implement access control and accounting on a per-host basis. Integrating the economy of Ethernet and scalability and management functions of PPP, PPPoE has gained popularity in various application environments, such as residential networks.

Application Scenarios
A PPPoE server supports dynamic IP address allocation and provides multiple authentication methods such as local authentication and RADIUS/TACACS+. Working with a packet-filtering firewall or stateful firewall, a PPPoE server can secure networks connecting the Internet through Ethernet, such as campus networks and residential networks.

PPPoE Server Configuration Example
Network Requirements
[image: image1.wmf]
In this configuration example, the AC uses an LSQM1WCMB0 access controller service card, and the AP is a WA2100 WLAN access point. 

As shown in Figure 1, the client PC has the PPP client software installed and accesses the Internet through the AC. Serving as the PPPoE server, the AC is configured with local authentication and uses an address pool to allocate IP addresses for the PPPoE client. 

Figure 31 Network diagram for PPPoE server configuration
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Software Version Used
[AC]display version

H3C Comware Platform Software

Comware Software, Version 5.20, Ess 2106P01

Copyright (c) 2004-2008 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

LSQ1WCMB0 uptime is 0 week, 4 days, 22 hours, 40 minutes

LSQ1WCMB0 with 1 BCM MIPS 1125H 600MHz Processor

1024M bytes DDR

261M bytes CFCard Memory

Config Register points to CFCARD

Hardware Version is VER.C

CPLD Version is CPLD 006

Backboard CPLD Version is CPLD 006

Basic Bootrom Version is 1.11

Extend Bootrom Version is 1.11

[Subslot 0]LSQ1WCMB0  Hardware Version is VER.C
Configuration Procedures
Configuration on AC

Configuration information
<AC>display current-configuration
#

 version 5.20, 0000

#

 sysname AC
#
 domain default enable system

#

vlan 1

#

domain system

 authentication ppp local

 access-limit disable

 state active

 idle-cut disable

 self-service-url disable

 ip pool 1 1.1.1.2 1.1.1.10

#

dhcp server ip-pool 1

 network 151.0.0.0 mask 255.255.255.0

#

local-user user1

 password simple pass1

 service-type ppp

#

wlan rrm

 11a mandatory-rate 6 12 24

 11a supported-rate 9 18 36 48 54

 11b mandatory-rate 1 2

 11b supported-rate 5.5 11

 11g mandatory-rate 1 2 5.5 11

 11g supported-rate 6 9 12 18 24 36 48 54

 #

wlan service-template 1 clear

 ssid fl

 bind WLAN-ESS 1

 authentication-method open-system

 service-template enable

#

wlan service-template 2 clear

 ssid fl2

 bind WLAN-ESS 2

 authentication-method open-system

 service-template enable

#

interface Virtual-Template1

 ppp authentication-mode chap

 ppp chap user user1

 remote address pool 1

 ip address 1.1.1.1 255.0.0.0

#

interface NULL0

#

interface Vlan-interface1

 pppoe-server bind Virtual-Template 1

 ip address 151.0.0.1 255.255.255.0

#

interface Ten-GigabitEthernet1/0/1

#

interface WLAN-ESS1

#

interface WLAN-ESS2

#

wlan ap ap4_008 model WA2210-AG

 serial-id 210235A29D0081000085

  radio 1

  service-template 1

  service-template 2

  radio enable

#

 dhcp enable

#

user-interface con 0

user-interface aux 0

user-interface vty 0 4

#

return 
Configuration steps
1) Add a PPPoE user. 

<AC> system-view
# Add a local user named user1. 

[AC] local-user user1 
# Set the password of user1 to pass1 in plain text. 

[AC-luser-user1] password simple pass1
# Authorize user user1 to use the PPP service. 

[AC-luser-user1] service-type ppp
[AC-luser-user1] quit
2) Configure virtual template parameters on the AC. 

# Create virtual template interface 1, and enter its view.

[AC] interface virtual-template 1
# Configure virtual template interface 1 to authenticate the peer devices using CHAP in the domain named system. 

[AC-Virtual-Template1] ppp authentication-mode chap domain system
# Configure the CHAP authentication username as user1. 

[AC-Virtual-Template1] ppp chap user user1
# Specify that address pool 1 be used to allocate IP addresses for remote devices. 

[AC-Virtual-Template1] remote address pool 1
# Configure the IP address of virtual template interface 1 as 1.1.1.1/8. 

[AC-Virtual-Template1] ip address 1.1.1.1 255.0.0.0

[AC-Virtual-Template1] quit

3) Configure PPPoE parameters on the AC. 

[AC] interface Vlan-interface1
# Enable PPPoE on VLAN interface 1 and bundle VLAN interface 1 with virtual template interface Virtual-Template 1. 

[AC-Vlan-interface1] pppoe-server bind virtual-template 1

[AC-Vlan-interface1] quit

4) Configure users in the domain named system to use the local authentication scheme. 

[AC] domain system

[AC-isp-system] authentication ppp local

5) Add local IP address pool 1 that contains nine IP addresses. 

[AC-isp-system] ip pool 1 1.1.1.2 1.1.1.10

After the PPPoE client software is installed on the client PC and the PPPoE username and password (user1 and pass1 in this example) are set, the client can use PPPoE to access the Internet through the AC. 

Configuration on Client 
This subsection describes how to configure the PPPoE client in a Windows XP environment. 

1) Right-click the My Network Places icon and then select Properties from the shortcut menu, and then the Network Connections window appears. 
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2) Click Create a new connection in the Network Tasks area, and the New Connection Wizard window appears. 
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3) Click Next in the New Connection Wizard window. 

[image: image5.png]Welcome to the New Connection
Wizard

Thi e ey
* Conmacttothe nenet.

* Conrect 0. pvats ratwork, such a4 your wotkpl
et

* Setup a heme o smal e notvotk.

To cornectto  wesles stk viw e it

To conrue cick Next





4) Select Connect to the Internet and then click Next.
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5) Select Set up my connection manually and then click Next.
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6) Select Connect using a broadband connection that requires a user name and password, and then click Next. 
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7) Enter the Internet Service Provider (ISP) name, test for example, and then click Next. 
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8) Enter the username and password specified by the PPPoE server in the User name and Password text boxes respectively, re-enter the password in the Confirm password text box, and then click Next. In this example, the username is user1 and the password is PPP1.
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9) Click Finish. The Connect test dialog box appears. 
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10) Click Connect to log in to the PPPoE server from the PPPoE client. 
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Verification
Follow these steps to verify the configurations made earlier:

# Display PPPoE server-related information on the AC. 

[AC]display pppoe-server session all

Total PPPoE Session(s): 1

SID  Intf                   State OIntf          RemMAC       LocMAC

8  Virtual-Template1:0      UP    VLAN1          001b111db46f 000fe2555555

[AC]display pppoe-server session packet

Total PPPoE Session(s): 1

SID  RemMAC       LocMAC       InP      InO     InD   OutP     OutO   OutD

8    001b111db46f 000fe2555555 150      1941     0     150     1771     0 
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