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H3C WA Series AC + Fit AP ADOS High-Priority Packet Bandwidth Guarantee Configuration Example

Keywords: ADOS, system security, system resource attack, rate limit
Abstract: Excessive low-priority packets tend to overwhelm the network causing the drop of normal high priority packets. To address the problem, the anti-DOS (ADOS) high-priority packet bandwidth guarantee feature was designed. This function can separate high priority packets from low priority packets to process them preferentially. 
Acronyms:
	Acronym
	Full spelling

	DOS
	Denial of Service

	ARP
	Address Resolution Protocol

	ICMP
	Internet Control and Management Protocol

	IGMP
	Internet Group Member Protocol

	PIM
	Protocol-Independent Multicast

	DHCP
	Dynamic Host Control Protocol

	CAPWAP
	Control And Provisioning of Wireless Access Points

	NTP
	Network Timer Protocol
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Feature Overview

· A denial of service (DoS) attack is to overwhelm a device with service requests to prevent legitimate users from getting served. 

· For the purpose of this document, the management protocol packets include Telnet, SNMP, and HTTP packets destined to the local host. 

· For the purpose of this document, other protocol packets include 802.11 MAC management, 802.1X, ARP, DHCP, HWTACACS, ICMP, IGMP, MLD, LWAPP, ND, NTP, PIM, and RADIUS packets. 

· The priority of protocol packets varies by protocol. The bandwidth should be guaranteed for high priority packets. To prevent normal high priority packets from being dropped because of presence of excessive low priority packets, the system must be configured to identify high priority packets to process them preferentially.  

Application Scenarios

Excessive low-priority packets tend to overwhelm the network causing the drop of normal high priority packets. To address the problem, the anti-DOS (ADOS) high-priority packet bandwidth guarantee feature was designed. This function can separate high priority packets from low priority packets to process them preferentially. 

Configuration Guidelines

1) The ADOS function is dedicated to guarding the protocol packets destined to access controllers (ACs). 

2) Data packet guard is dedicated to data packets forwarded by ACs, and is not restricted by packet destination. 

3) With fast forwarded enabled, ADOS does not take effect. Therefore, you should disable fast forwarding. 

4) There are three packet priority levels: the highest level for the management protocols, the medium level for other protocols that are enabled, and the lowest level for data packets and other protocols that are disabled. 

Configuration Example

Network requirements
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This configuration example uses WX5002 access controllers and WA2100 access points. 

Multiple wireless clients are connected to an AC through a WLAN. At the same time, a wired network is also connected to the AC. 

Configure ADOS high priority packet bandwidth guarantee to ensure that: 
· When data packets exceed the ADOS system threshold of the AC, the management connections of the AC still operate properly, that is, Telnet, SNMP, and HTTP still operate properly. At the same time, the protocol packets with the corresponding functions enabled can operate properly. 

· When packets of other protocols that are enabled exceed the ADOS system threshold of the AC, the management connections of the AC still operate properly, that is, Telnet, SNMP, and HTTP still operate properly. 

· For the purpose of this document, other protocols include 802.11 MAC management, 802.1X, ARP, DHCP, HWTACACS, ICMP, IGMP, MLD, LWAPP, ND, NTP, PIM, and RADIUS. 

Figure 41 Network diagram for ADOS high-priority packet bandwidth guarantee configuration
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Configuration Considerations

1) Enable ADOS on the AC. 

2) Enable PoE on the S3900 switch. 

Software Version Used

<AC>_display version

H3C Comware Platform Software

Comware Software, Version 5.00, Release 1103

Comware Platform Software Version COMWAREV500R002B35D005

H3C WX5002-128 Software Version V100R001B05D005

Copyright (c) 2004-2007 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

Compiled Jul 23 2007 17:39:12, RELEASE SOFTWARE

H3C WX5002-128 uptime is 0 week, 0 day, 0 hour, 11 minutes

 CPU type: BCM MIPS 1250 700MHz

 1024M bytes DDR SDRAM Memory

 32M bytes Flash Memory

 Pcb             Version:  A

 Logic           Version:  1.0

 Basic  BootROM  Version:  1.13

 Extend BootROM  Version:  1.14

 [SLOT  1]CON           (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]GE1/0/1       (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]GE1/0/2       (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]M-E1/0/1      (Hardware)A,     (Driver)1.0,    (Cpld)1.0

Configuration Procedure

Configuration on the AC

Configuration information

[AC]display current-configuration

#

 version 5.00, ESS 1102

#

 sysname AC

#

 domain default enable system

#
undo l2fw fast-forwarding

#
vlan 1

#

domain system

 access-limit disable

 state active

 idle-cut disable

 self-service-url disable

#
      dhcp server ip-pool test

 network 1.1.1.0 mask 255.255.255.0
#

wlan radio-policy 1

#

wlan service-template 1 clear

 ssid TEST_AP1

 bind WLAN-ESS 1

 authentication-method open-system

 service-template enable

#

wlan rrm

 11a mandatory-rate 6 12 24

 11a supported-rate 9 18 36 48 54

 11b mandatory-rate 1 2

 11b supported-rate 5.5 11

 11g mandatory-rate 1 2 5.5 11

 11g supported-rate 6 9 12 18 24 36 48 54

#

interface NULL0

#
interface Vlan-interface1

ip address 1.1.1.250 255.255.255.0

#   
interface GigabitEthernet1/0/1

#

interface GigabitEthernet1/0/2

#

interface M-Ethernet1/0/1

#

interface WLAN-ESS1

#

wlan ap test_ap1 model WA2100

 serial-id 210235A29G007C000020

 radio 1 type 11g

  radio-policy 1

  service-template 1

  radio enable

#

 dhcp enable
user-interface aux 0

user-interface vty 0 4

#

return        
Major configuration steps

1) Enable ADOS.
<AC>system-view

[AC]anti-attack enable
2) Disable fast forwarding to activate ADOS.
[AC]undo l2fw fast-forwarding
3) Configure an IP address for the AC

[AC]interface vlan 1

[AC-Vlan-interface1]ip address 1.1.1.250 24  
4) Configure the user IP address pool

# Enable DHCP. 

[AC]dhcp enable
# Create a common DHCP address pool named test. 

[AC]dhcp server ip-pool test
# Specify the IP address range for dynamic allocation in the DHCP address pool test as 1.1.1.0/24. 

[AC-dhcp-pool-test]network 1.1.1.0  24
5) Configuration on the AP

# Create a clear-type service template 1. 

[AC]wlan service-template 1 clear
# Configure the SSID of service template 1 as test_ap1. 

[AC-wlan-st-1]ssid test_ap1
# Configure the authentication method for wireless clients accessing the SSID as open system authentication. 

[AC-wlan-st-1]authentication-method open-system
# Bind interface WLAN-ESS1 to service template 1. 

[AC-wlan-st-1]bind WLAN-ESS 1
# Enable service template 1. 

[AC-wlan-st-1]service-template enable

[AC-wlan-st-1]quit
# Create a radio policy named 1. 

[AC]wlan radio-policy 1

[AC-wlan-rp-1]quit
# Create an AP template named test_ap1, and set the AP model to WA2100. 

[AC]wlan ap test_ap1 model wa2100
# Set the serial ID of the AP to 210235A29G007C000020. 

[AC-wlan-ap-test_ap1]serial-id 210235A29G007C000020
# Configure the radio type of radio1 as 802.11g. 

[AC-wlan-ap-test_ap1]radio 1 type 11g
# Associate radio policy 1 with the clear-type service template 1 on the AC. 

[AC-wlan-ap-test_ap1-radio-1]service-template 1
# Map radio policy 1 to radio 1. 

[AC-wlan-ap-test_ap1-radio-1]radio-policy 1
# Enable radio1 on the AP. 

[AC-wlan-ap-test_ap1-radio-1]radio enable

[AC-wlan-ap-test_ap1-radio-1]quit
[AC-wlan-ap-test_ap1]quit
Configuration on the S3900 switch

Configuration information

[3900_poe]display current-configuration

#

 sysname 3900_poe

#

radius scheme system

#

domain system

#

vlan 1

#

interface Aux1/0/0

#

interface Ethernet1/0/1

 poe enable

#

interface Ethernet1/0/2

#

interface Ethernet1/0/3

#

interface Ethernet1/0/4

#

interface Ethernet1/0/5

#

interface Ethernet1/0/6

#

interface Ethernet1/0/7

#

interface Ethernet1/0/8

#

interface Ethernet1/0/9

#

interface Ethernet1/0/10

#

interface Ethernet1/0/11

#

interface Ethernet1/0/12

#

interface Ethernet1/0/13

#

interface Ethernet1/0/14

#

interface Ethernet1/0/15

#

interface Ethernet1/0/16

#

interface Ethernet1/0/17

#

interface Ethernet1/0/18

#

interface Ethernet1/0/19

#

interface Ethernet1/0/20

#

interface Ethernet1/0/21

#

interface Ethernet1/0/22

#

interface Ethernet1/0/23

#

interface Ethernet1/0/24

#

interface GigabitEthernet1/1/1

#

interface GigabitEthernet1/1/2

#

interface GigabitEthernet1/1/3

#

interface GigabitEthernet1/1/4

#

 undo irf-fabric authentication-mode

#

interface NULL0

#

user-interface aux 0 7

user-interface vty 0 4

#

return                    
Major configuration steps

1) Enable PoE on the port connected to the AP, that is, Ethernet 1/0/1. 

<3900_poe>system-view 
[3900_poe]interface Ethernet 1/0/1

[3900_poe-Ethernet1/0/1]poe enable
Configure a client (running Windows XP, for example) to obtain an IP address through DHCP

Right-click My Network Places and then click Properties on the shortcut menu to enter the Network Connections page. Right-click Local Area Connection and click Properties on the shortcut menu. The Local Area Connection Properties window appears. On the window, select a proper wireless network adapter from the Connect using drop-down list, select Internet Protocol (TCP/IP), and click Properties. The Internet Protocol (TCP/IP) Properties window appears. On the window, select Obtain an IP address automatically and Obtain DNS server address automatically to complete the configuration. 

Verification

1) When data packets exceed the ADOS system threshold of the AC, the management connections of the AC still operate properly. 

When the data packets passing through the AC exceed the ADOS system threshold of the AC, you can still telnet to the AC and manage the AC properly. 
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2) When data packets exceed the ADOS system threshold of the AC, the packets of other protocols that are enabled can be transmitted properly. 

When the data packets passing through the AC exceed the ADOS system threshold of the AC, you can still telnet to the AC, and a client newly joining the network can obtain an IP address from the DHCP server. 

[AC]display dhcp server ip-in-use all

Global pool:

IP address       Client-identifier/    Lease expiration          Type

                  Hardware address

1.1.1.1          000f-e212-5100        Feb 13 2007 03:45:58      Auto:COMMITTED

1.1.1.2          0017-9a00-7ba3        Feb 13 2007 04:32:38      Auto:COMMITTED

1.1.1.3          000f-e212-f371        Feb 13 2007 04:45:21      Auto:COMMITTED

1.1.1.4          000f-8901-4120        Feb 13 2007 05:21:47      Auto:COMMITTED

 --- total 4 entry ---
3) When the packets of other protocols that are enabled exceed the ADOS system threshold of the AC, the management connections of the AC still operate properly. For example, inject a large amount of ICMP packets to the AC. When the number of ICMP packets exceeds the ADOS system threshold of the AC, you can still telnet to the AC to manage the AC properly. 

[AC]display anti-attack icmp

 The number of total icmp attack packets is 2285

 The number of the latest icmp attack sources in buffer is 1

 Mac         Ip            Bssid       Interface            Time

---------------------------------------------------------------------------

                                  GigabitEthernet1/0/1     05:24:56 02/12/2007
References
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Related Documentation

· Anti-Attack in the Security Volume in H3C WX Series Access Controllers  User Manual. 

· WLAN Security in the WLAN Volume in H3C WX Series Access Controllers  User Manual. 

· DHCP in the IP Services Volume in H3C WX Series Access Controllers  User Manual. 
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