	[image: image3.png]



	MSR系列路由器 典型配置案例
	内部公开



H3C WX Series AC + Fit AP ADOS Attack Protection

Configuration Example

Keywords: ADOS, system security, system resource attack, rate limit
Abstract: The Anti-DOS (ADOS) function can prevent normal protocol packets from accessing an access controller (AC) in a WLAN excessively, so as to prevent such packets from consuming too much CPU processing capability of the AC.  Besides, ADOS also can be used to limit the traffic of service packets to prevent few services from occupying too much bandwidth, implementing proper bandwidth allocation for services. 
Acronyms:
	Acronym
	Full spelling

	DOS
	Denial of Service

	AC
	Access Controller

	AP
	Access Point

	ARP
	Address Resolution Protocol

	ICMP
	Internet Control and Management Protocol

	IGMP
	Internet Group Member Protocol

	PIM
	Protocol-Independent Multicast

	DHCP
	Dynamic Host Control Protocol

	CAPWAP
	Control And Provisioning of Wireless Access Points

	NTP
	Network Timer Protocol
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Feature Overview

A Denial of Service (DoS) attack can make a server unable to service legal users by occupying service resources of the server excessively through valid service requests. Normally, the following procedures are taken to prevent DoS attacks:

· Specifying traffic thresholds for various packets and measuring the traffic rate.

· If a traffic threshold is reached, dropping the corresponding packet; if not, delivering the packet to the right software priority queue. The priority of a packet from high to low is management protocol packet, application protocol packet, and user data packet. 

Management protocol packets include: Telnet packets with the destination IP address being that of the local device, SNMP packets, and HTTP packets.

Application protocol packets include packets of 802.11 MAC management, 802.1X, ARP, DHCP, HWTACACS, ICMP, IGMP, MLD, LWAPP, ND, NTP, PIM, and RADIUS.

Application Scenarios

The ADOS function can prevent normal protocol packets from accessing an access controller (AC) in a WLAN excessively, so as to prevent such packets from consuming too much CPU processing capability of the AC.  Besides, ADOS also can be used to limit the traffic of service packets to prevent few services from occupying too much bandwidth, implementing proper bandwidth allocation for services. 

Configuration Guidelines

1) ADOS is designed dedicatedly to prevent such attacks that the destination address of protocol packets is the AC. It does not prevent protocol packets whose destination is not the AC.

2) Service packet attack protection is for all service packets forwarded by the AC, without the limit of the packet destination IP address. 

3) Make sure that fast forwarding is disabled before configuring the ADOS function. Otherwise, ADOS will not take effect. 

4) ADOS can detect the MAC address, IP address, or port of an attack source.

ADOS Configuration Example

Network Requirements
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This configuration example uses a WX5002 access controller and a WA2100 wireless LAN access point.

· Wireless clients Client 1 and Client 2 are connected to the AC through WLAN. 

· It is required that administrative packets from the clients to the AC not to exceed the specified thresholds. If a type of administrative packets exceeds its threshold, the AC drops the excessive packets and records the attack statistics. The administrative packets include Telnet packets with the destination IP address being the IP address of the AC (the gateway), SNMP packets, and HTTP packets. Usually, a CPU allocates limited resources to process administrative packets. Therefore, too much administrative packets will impact the CPU processing capability. 

· It also requires the AC limit other protocol traffic by thresholds and drop the excessive traffic. Such protocol packets include packets of 802.11 MAC management, 802.1X, ARP, DHCP, HWTACACS, ICMP, IGMP, MLD, LWAPP, ND, NTP, PIM, and RADIUS.

Figure 41 Network diagram for ADOS configuration
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Configuration Considerations

1) Enable the ADOS function on the AC.

2) Enable the PoE function on the S3900 switch that provides power supply to the AP.

Software Version Used

<AC>_display version

H3C Comware Platform Software

Comware Software, Version 5.00, Release 1103

Copyright (c) 2004-2007 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

H3C WX5002-128 uptime is 0 week, 0 day, 0 hour, 11 minutes

 CPU type: BCM MIPS 1250 700MHz

 1024M bytes DDR SDRAM Memory

 32M bytes Flash Memory

 Pcb             Version:  A

 Logic           Version:  1.0

 Basic  BootROM  Version:  1.13

 Extend BootROM  Version:  1.14

 [SLOT  1]CON           (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]GE1/0/1       (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]GE1/0/2       (Hardware)A,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]M-E1/0/1      (Hardware)A,     (Driver)1.0,    (Cpld)1.0

Configuration procedures

Configuring the AC

Configuration information

[AC]display current-configuration

#

 version 5.00, ESS 1102

#

 sysname AC

#

 domain default enable system

#
undo l2fw fast-forwarding

#
vlan 1

#

domain system

 access-limit disable

 state active

 idle-cut disable

 self-service-url disable

#
      dhcp server ip-pool test

 network 1.1.1.0 mask 255.255.255.0
#

wlan radio-policy 1

#

wlan service-template 1 clear

 ssid TEST_AP1

 bind WLAN-ESS 1

 authentication-method open-system

 service-template enable

#

wlan rrm

 11a mandatory-rate 6 12 24

 11a supported-rate 9 18 36 48 54

 11b mandatory-rate 1 2

 11b supported-rate 5.5 11

 11g mandatory-rate 1 2 5.5 11

 11g supported-rate 6 9 12 18 24 36 48 54

#

interface NULL0

#
interface Vlan-interface1

ip address 1.1.1.250 255.255.255.0

#   
interface GigabitEthernet1/0/1

#

interface GigabitEthernet1/0/2

#

interface M-Ethernet1/0/1

#

interface WLAN-ESS1

#

wlan ap test_ap1 model WA2100

 serial-id 210235A29G007C000020

 radio 1 type 11g

  radio-policy 1

  service-template 1

  radio enable

#

 dhcp enable
user-interface aux 0

user-interface vty 0 4

#

return        
Primary configuration steps

1) Enable the ADOS function.

<AC>system-view

[AC]anti-attack enable
2) Disable the fast forwarding function.

[AC]undo l2fw fast-forwarding
3) Specify an IP address for the AC.

[AC]interface vlan 1

[AC-Vlan-interface1]ip address 1.1.1.250 24  
4) Configure an IP address pool for users.

# Enable DHCP.

[AC]dhcp enable
# Create a DHCP address pool named test.

[AC]dhcp server ip-pool test
# Configure DHCP address pool test to assign IP addresses in the range 1.1.1.0/24 for users.

[AC-dhcp-pool-test]network 1.1.1.0  24
5) Configure the AP.

# Create service template 1 of clear type.

[AC]wlan service-template 1 clear
# Specify the SSID of the service template as test_ap1.

[AC-wlan-st-1]ssid test_ap1
# Configure the authentication method for wireless clients to access the wireless service as open system.

[AC-wlan-st-1]authentication-method open-system
# Bind service template 1 with interface WLAN-ESS1.

[AC-wlan-st-1]bind WLAN-ESS 1
# Enable the service template.

[AC-wlan-st-1]service-template enable

[AC-wlan-st-1]quit
# Create a radio policy named 1.

[AC]wlan radio-policy 1

[AC-wlan-rp-1]quit
# Create an AP management template named test_ap1, with the AP model being WA2100.

[AC]wlan ap test_ap1 model wa2100
# Specify the serial number of the AP.

[AC-wlan-ap-test_ap1]serial-id 210235A29G007C000020
# Specify the radio type of radio 1 as 802.11g.

[AC-wlan-ap-test_ap1]radio 1 type 11g
# Bind radio 1 with service template 1.

[AC-wlan-ap-test_ap1-radio-1]service-template 1
# Map radio policy 1 to radio 1.

[AC-wlan-ap-test_ap1-radio-1]radio-policy 1
# Enable radio 1 of the AP.

[AC-wlan-ap-test_ap1-radio-1]radio enable

[AC-wlan-ap-test_ap1-radio-1]quit

[AC-wlan-ap-test_ap1]quit

Configuring the S3900 Switch

Configuration information

[3900_poe]display current-configuration

#

 sysname 3900_poe

#

radius scheme system

#

domain system

#

vlan 1

#

interface Aux1/0/0

#

interface Ethernet1/0/1

 poe enable

#

interface Ethernet1/0/2

#

interface Ethernet1/0/3

#

interface Ethernet1/0/4

#

interface Ethernet1/0/5

#

interface Ethernet1/0/6

#

interface Ethernet1/0/7

#

interface Ethernet1/0/8

#

interface Ethernet1/0/9

#

interface Ethernet1/0/10

#

interface Ethernet1/0/11

#

interface Ethernet1/0/12

#

interface Ethernet1/0/13

#

interface Ethernet1/0/14

#

interface Ethernet1/0/15

#

interface Ethernet1/0/16

#

interface Ethernet1/0/17

#

interface Ethernet1/0/18

#

interface Ethernet1/0/19

#

interface Ethernet1/0/20

#

interface Ethernet1/0/21

#

interface Ethernet1/0/22

#

interface Ethernet1/0/23

#

interface Ethernet1/0/24

#

interface GigabitEthernet1/1/1

#

interface GigabitEthernet1/1/2

#

interface GigabitEthernet1/1/3

#

interface GigabitEthernet1/1/4

#

 undo irf-fabric authentication-mode

#

interface NULL0

#

user-interface aux 0 7

user-interface vty 0 4

#

return                    
Configuration steps

1) Enable PoE service on Ethernet 1/0/1, the interface connecting with the AP.

<3900_poe>system-view 
[3900_poe]interface Ethernet 1/0/1

[3900_poe-Ethernet1/0/1]poe enable
Configuring Users to Obtain IP Addresses Through DHCP

Take Windows XP as an example. Right click My Network Places on the desktop and then select Properties to enter the Network Connections window. Right click Local Area Connection and select Properties to enter the Local Area Connection Properties window. Select the appropriate wireless network interface card (NIC) from the Connect using box, select Internet Protocol (TCP/IP) and then click Properties to enter the Internet Protocol (TCP/IP) Properties window. Select Obtain an IP address automatically and Obtain DNS server address automatically.

Verification

1) The following gives the verification results of the prevention of several typical attacks.

2) Normally, there is no attack statistics on the AC. 

[AC-ui-vty0]display anti-attack all

 The number of total all attack packets is 0

 The number of the lastest all attack sources in buffer is 0

 Mac         Ip            Bssid       Interface            Time

---------------------------------------------------------------------------
3) After the AC receives administrative packets exceeding the system threshold, the ADOS function drops these packets, and records the attack source IP address, the number of packets dropped, and the attack time. The attack protection statistics is as following:

[AC]display anti-attack admin

 The number of total admin attack packets is 1470
 The number of the lastest admin attack sources in buffer is 1

 Mac         Ip            Bssid       Interface            Time

---------------------------------------------------------------------------

             1.1.1.3                                    05:12:33 02/12/2007
4) After the AC’s interface GigabitEthernet 1/0/1 receives ICMP packets exceeding the system threshold, the attack protection statistics is as following: 

 [AC]dispaly anti-attack icmp

 The number of total icmp attack packets is 376

 The number of the lastest icmp attack sources in buffer is 1

 Mac         Ip            Bssid       Interface            Time

---------------------------------------------------------------------------

                                  GigabitEthernet1/0/1  05:24:56 02/12/2007
5) The attack protections statistics is as following after the AC receives ARP packets exceeding the system threshold:

 [AC]dispaly anti-attack arp

 The number of total arp attack packets is 191

 The number of the lastest arp attack sources in buffer is 1

 Mac         Ip            Bssid       Interface            Time

---------------------------------------------------------------------------

000f-e212-7700                                         05:28:54 02/12/2007
6) The attack protections statistics is as following after the AC receives 802.1X packets exceeding the system threshold:

 [AC]dispaly anti-attack dot1x

 The number of total dot1x attack packets is 304

 The number of the lastest dot1x attack sources in buffer is 1

 Mac         Ip            Bssid       Interface            Time

---------------------------------------------------------------------------
000f-e212-7700                                          05:34:28 02/12/2007
7) The attack protections statistics is as following after the AC receives DHCP packets exceeding the system threshold:

 [AC]dispaly anti-attack dhcp

 The number of total dhcp attack packets is 1478

 The number of the lastest dhcp attack sources in buffer is 3

 Mac         Ip            Bssid       Interface            Time

--------------------------------------------------------------------

 000f-e212-5100                                  05:48:51 02/12/2007

 000f-e2cc-0052                                  05:47:34 02/12/2007

 000f-e212-7702                                  05:39:31 02/12/2007
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