
H3C WX Series AC 1+1 Hot Backup Configuration Example
Keywords: 1+1 hot backup. 
Abstract: This document describes how to deploy the 1+1 hot backup solution with the H3C WX series AC products. 
Acronyms: 
	Acronym
	Full spelling

	AC
	Access Control

	AP
	Access Point

	ESS
	Extended Service Set

	WLAN
	Wireless Local Area Network

	SSID
	Service Set Identifier

	CAPWAP
	Control And Provisioning of Wireless Access Points
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Feature Overview
Overview
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· The 1+1 hot backup feature is supported by only the WX6000 series and the WX5004 access controllers (ACs). 

· The WX6000 series ACs involve the WX6013 ACs, the LSQM1WCMB0 applicable to the S7502E/S7503E/S7506E/S7506E-V/S7510E switches, the LSBM1WCM2A0 applicable to the S9512/S9508/S9508V/S9505 switches, and the LSRM1WCM2A1 applicable to the S9505E/S9508E-V/S9512E switches. 

The construction of wireless hot spots and wireless cities requires a large number of APs and makes the wireless access reliability more important. H3C provides the AC 1+1 hot backup solution to ensure network reliability and timely link switchover. 

With 1+1 hot backup configured, an AP has two CAPWAP tunnel links to two ACs (master and slave). The two links are called the master link and slave link, respectively. When the slave AC detects that the master AC fails using the heartbeat mechanism, it becomes the master immediately, and then the AP and users will communicate with the new master to ensure service continuity. 

When the failed AC is recovered, it becomes the slave AC. Then the AP will establish a slave CAPWAP tunnel link with it. 

The WX6000 series ACs can detect an AC failure within 100 ms, while the WX5004 ACs can detect an AC failure within 300 ms. 

Advantages
In an AC cold backup application, when the master AC fails, the AP does not switch to the slave AC until the master CAPWAP tunnel link times out. The AC cold backup application requires a longer switchover process and does not back up online wireless clients. The AC hot backup feature can quickly detect the master AC failure through the heartbeat mechanism, and can back up the status of online wireless clients so that the AP can communicate with the original slave AC immediately upon a link switchover. 

Application Scenarios
Two ACs serve as backup for each other and provide hot backup for the status of the AP and clients, thus ensuring normal operation of the network. 

Configuration Guidelines
1) Configurations of the master AC and backup AC should be consistent in each AP view. 

2) The configurations made in AP view on the master AC must have higher priority than those on the backup AC (the default priority value on the master AC is 4). 

3) The master AC and backup AC must be reachable at Layer 2 in the VLAN specified in the hot-backup command. 

Configuration Example
Network Requirements
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This configuration example uses WX6103 series unified switches. The AP obtains IP address from the L3 switch (DHCP server) and the AC list information from Option 43 carried in the DHCP message. 

The IP address of the RADIUS server is 8.1.1.4/8. L3 switch serves as the DHCP server, and its two interface addresses are 100.1.1.254/16 and 8.100.1.254/8, respectively. 

Figure 41 1+1 hot backup network diagram
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Configuration Considerations
· The AP-related configurations made in AP view must be consistent on the master AC and backup AC. 

· Configure hot backup on the master AC and backup AC, respectively. 

· On the master AC, configure the interface IP address that the backup AC uses to establish tunnel with the AP; on the backup AC, configure the interface IP address that the master AC uses to establish tunnel with the AP. 

· Configure the access priority as level 6 in AP view on the master AC. 

Software Version Used
# Display the version information of the master AC. 

[MasterAC]display version

H3C Comware Platform Software

Comware Software, Version 5.20, Release 2109P04

Copyright (c) 2004-2009 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

H3C WX6103 uptime is 0 week, 6 days, 4 hours, 42 minutes

H3C WX6103 with 1 BCM MIPS 1125H 600MHz Processor

1024M bytes DDR

261M bytes CFCard Memory

Config Register points to CFCARD

Hardware Version is Ver.C

CPLD Version is 008

Backboard CPLD Version is 003

Basic Bootrom Version is 1.12

Extend Bootrom Version is 1.13

[Slot 0]EWPX1G24XA0 Hardware Version is NA

[Slot 1]EWPX1FWA0 Hardware Version is NA

[Slot 2]EWPX1WCMB0 Hardware Version is Ver.C
# Display the version information of the backup AC. 
[BackupAC]display version

H3C Comware Platform Software

Comware Software, Version 5.20, Release 2109P04

Copyright (c) 2004-2009 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

H3C WX6103 uptime is 0 week, 6 days, 4 hours, 42 minutes

H3C WX6103 with 1 BCM MIPS 1125H 600MHz Processor

1024M bytes DDR

261M bytes CFCard Memory

Config Register points to CFCARD

Hardware Version is Ver.C

CPLD Version is 008

Backboard CPLD Version is 003

Basic Bootrom Version is 1.12

Extend Bootrom Version is 1.13

[Slot 0]EWPX1G24XA0 Hardware Version is NA

[Slot 1]EWPX1FWA0 Hardware Version is NA

[Slot 2]EWPX1WCMB0 Hardware Version is Ver.C
Configuration Procedures
Configuration Information
Configuration on the master AC

[MasterAC]display current-configuration

#

 version 5.20, Release 2109P04

#

 sysname MasterAC
#

 domain default enable system
wlan backup-ac ip 10.101.0.20

#

 hot-backup enable domain 1

 hot-backup vlan 20   
#

vlan 1

#

vlan 101

#

vlan 1010

#

domain system

 access-limit disable

 state active

 idle-cut disable

 self-service-url disable

#

user-group system

#

wlan rrm

 dot11a mandatory-rate 6 12 24

 dot11a supported-rate 9 18 36 48 54

 dot11b mandatory-rate 1 2

 dot11b supported-rate 5.5 11

 dot11g mandatory-rate 1 2 5.5 11

 dot11g supported-rate 6 9 12 18 24 36 48 54

#

wlan service-template 1 clear

 ssid TC

 bind WLAN-ESS 1

 service-template enable

#

interface NULL0

#

interface Vlan-interface101

 ip address 10.101.0.10 255.255.255.0

#

interface M-GigabitEthernet2/0/0

#

interface Ten-GigabitEthernet2/0/1

 port link-type trunk

 port trunk permit vlan 1 101 1010

#

interface WLAN-ESS1

 port link-type hybrid

 port hybrid vlan 1 1010 untagged

#

wlan ap wa2210 model WA2210-AG

 priority level 6

 serial-id 210235A29D0083000801

 radio 1

  channel auto

  max-power 20

  service-template 1

  radio enable

#

  load xml-configuration

#

user-interface con 0

user-interface vty 0 4

#

return    
Configuration on the backup AC

[BackupAC]display current-configuration

#

 version 5.20, Release 2109P04

#

 sysname BackupAC
#

 domain default enable system

#
wlan backup-ac ip 10.101.0.10

#

 hot-backup enable domain 1

 hot-backup vlan 20   
#

vlan 1

#

vlan 101

#

vlan 1010

#

domain system

 access-limit disable

 state active

 idle-cut disable

 self-service-url disable

#

user-group system

#

wlan rrm

 dot11a mandatory-rate 6 12 24

 dot11a supported-rate 9 18 36 48 54

 dot11b mandatory-rate 1 2

 dot11b supported-rate 5.5 11

 dot11g mandatory-rate 1 2 5.5 11

 dot11g supported-rate 6 9 12 18 24 36 48 54

#

wlan service-template 1 clear

 ssid TC

 bind WLAN-ESS 1

 service-template enable

#

interface NULL0

#

interface Vlan-interface101

 ip address 10.101.0.20 255.255.255.0

#

interface M-GigabitEthernet2/0/0

#

interface Ten-GigabitEthernet2/0/1

 port link-type trunk

 port trunk permit vlan 1 101 1010

#

interface WLAN-ESS1

 port link-type hybrid

 port hybrid vlan 1 1010 untagged

#

wlan ap wa2210 model WA2210-AG

 serial-id 210235A29D0083000801
 radio 1

  channel auto

  max-power 20

  service-template 1

  radio enable

#

 load xml-configuration

#

user-interface con 0

user-interface vty 0 4

#

return

Configuration Steps
Configure Option 43 on the L3 switch (DHCP server). Then AP can obtain the AC list information through Option 43 while obtaining an IP address from the L3 switch. In this example, the master AC’s IP address is 10.101.0.10/24 and the backup AC’s IP address is 10.101.0.20/24. 
Configuration on the master AC

# Configure hot backup on the master AC, specify the master AC, and specify the VLAN of the local port for hot backup with the backup AC. 
[MasterAC]hot-backup enable master domain 1   
[MasterAC]hot-backup vlan 20    
# On the master AC, configure the interface IP address that the backup AC uses to establish tunnel with the AP. 

[MasterAC]wlan backup-ac ip 10.101.0.20
# In AP view of the master AC, configure the AP name as wa2210 and model as WA2210-AG. 
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The AP configuration depends on the device model and serial ID. 

[MasterAC] wlan ap wa2210 model WA2210-AG   
# Configure the access priority and serial ID of AP on the master AC. (Generally, the access priority on the master AC is set to a greater value. The greater the value is, the higher priority the AP has. The default priority value is 4.) 

[MasterAC-wlan-ap-wa2210] priority level 6

[MasterAC-wlan-ap-wa2210] serial-id 210235A29D0083000801  
# Enter radio 1 view of AP, associate a service template with radio 1, and then enable radio 1.

[MasterAC-wlan-ap-wa2210] radio 1

[MasterAC-wlan-ap-wa2210-radio-1] service-template 1 
[MasterAC-wlan-ap-wa2210-radio-1] radio enable
# Create a VLAN, and configure the interface IP address that the master AC uses to establish tunnel with the AP in the VLAN view. 

[MasterAC]vlan 101

[MasterAC-vlan101]quit
[MasterAC]interface Vlan-interface 101

[MasterAC-Vlan-interface101] ip address 10.101.0.10 255.255.255.0   
Configuration on the backup AC

# Configure hot backup on the backup AC, specify the backup AC (an AC is a backup AC if not configured as the master), and specify the VLAN of the local port for hot backup with the master AC. 

[BackupAC]hot-backup enable domain 1     
[BackupAC]hot-backup vlan 20    
# On the backup AC, configure the interface IP address that the master AC uses to establish tunnel with the AP. 

[BackupAC]wlan backup-ac ip 10.101.0.10
# In AP view of the backup AC, configure the AP name as wa2210, model as WA2210-AG and serial ID as 210235A29D0083000801. 

[BackupAC] wlan ap wa2210 model WA2210-AG   
[BackupAC-wlan-ap-wa2210] serial-id 210235A29D0083000801  
# Enter radio 1 view of AP, associate a service template with radio 1, and then enable radio 1. 

[BackupAC-wlan-ap-wa2210] radio 1

[BackupAC-wlan-ap-wa2210-radio-1] service-template 1 
[BackupAC-wlan-ap-wa2210-radio-1] radio enable
# Create a VLAN, and configure the interface IP address that the backup AC uses to establish tunnel with the AP in the VLAN view. 

[BackupAC]vlan 101

[BackupAC-vlan101]quit
[BackupAC]interface Vlan-interface 101

[BackupAC-Vlan-interface101] ip address 10.101.0.20 255.255.255.0 
Verification
1) Execute the display hot-backup state command on the master AC to verify that the Link State is Connect, Peer Board MAC is the MAC address of the peer backup AC, and the Peer Board State is Normal. 

[MasterAC]display hot-backup state

******************************************************************************

Local Board Role     : Master
Vlan ID              : 20

Domain ID           : 1

Link State           : Connect

Peer Board MAC     : 000f-e27e-0bc7

Peer Board State     : Normal

Hello Interval         : 30
2) Execute the display hot-backup state command on the backup AC to verify that the Link State is Connect, Peer Board MAC is the MAC address of the peer master AC, and the Peer Board State is Normal. 

[BackupAC]display hot-backup state

******************************************************************************

Local Board Role     : Slave
Vlan ID              : 20

Domain ID           : 1

Link State           : Connect

Peer Board MAC     : 000f-e212-ff01

Peer Board State     : Normal

Hello Interval         : 30
3) Execute the display wlan ap name wa2210 command on the master AC to verify that the registration state of AP is Run/M. 

[MasterAC]display wlan ap name wa2210

                                  AP Profile

----------------------------------------------------------------------------------------

 AP Name         APID State     Model          Serial-ID

----------------------------------------------------------------------------------------

 wa2210        1    Run/M     WA2210-AG      210235A29D0083000801

----------------------------------------------------------------------------------------

4) Execute the display wlan ap name wa2210 command on the backup AC to verify that the registration state of AP is Run/B. 

[BackupAC]display wlan ap name wa2210

                                  AP Profile

----------------------------------------------------------------------------------------

 AP Name         APID State     Model          Serial-ID

----------------------------------------------------------------------------------------

 wa2210        1    Run/B     WA2210-AG      210235A29D0083000801

5) Execute the display wlan client command on the master AC to verify that the online wireless client state is Running. 

[MasterAC]display wlan client

 Total Number of Clients           : 1

 Total Number of Clients Connected : 1

                               Client Information

----------------------------------------------------------------------------------------

 MAC Address        BSSID              AID    State           PS Mode  QoS Mode

----------------------------------------------------------------------------------------

 001b-110b-7274     000f-e28b-fd40     1      Running       Active   None

----------------------------------------------------------------------------------------

6) Execute the display wlan client command on the backup AC to verify that the online wireless client state is Running/B. 

[BackupAC]display wlan client

 Total Number of Clients           : 1

 Total Number of Clients Connected : 1

                               Client Information

----------------------------------------------------------------------------------------

 MAC Address        BSSID              AID    State           PS Mode  QoS Mode

----------------------------------------------------------------------------------------

 001b-110b-7274     000f-e28b-fd40     1      Running/B       Active   None

----------------------------------------------------------------------------------------

7) If the master AC fails (rebooted in this example), the backup AC detects the hot backup state change and changes the local hot backup state to Master. Then the local AP connection state switches from Run/B to Run/M and the online wireless client state changes from Running/B to Running. 

[BackupAC]display hot-backup state

******************************************************************************

Local Board Role     : Master
Vlan ID              : 20

Domain ID            : 1

Link State           : Init
Peer Board MAC    : Unknown
Peer Board State    : Unknown
Hello Interval       : 30    
[BackupAC]display wlan ap name wa2210

                                  AP Profile

----------------------------------------------------------------------------------------

 AP Name         APID State     Model          Serial-ID

----------------------------------------------------------------------------------------

 wa2210        1    Run/M     WA2210-AG      210235A29D0083000801

[BackupAC]display wlan client

 Total Number of Clients           : 1

 Total Number of Clients Connected : 1

                               Client Information

-------------------------------------------------------------------------------------------------------------------------------

 MAC Address        BSSID              AID    State           PS Mode  QoS Mode

----------------------------------------------------------------------------------------

 001b-110b-7274     000f-e28b-fd40     1      Running         Active   None

----------------------------------------------------------------------------------------

8) After the failed AC is recovered, the master‘s hot backup state becomes Slave, and the backup AC’s hot backup state becomes Master; on the backup AC, the tunnel becomes Run/M and the online wireless client state becomes Running; on the master AC, the tunnel becomes Run/B and the online wireless client state becomes Running/B. 

[MasterAC]display hot-backup state

******************************************************************************

Local Board Role     : Slave
Vlan ID              : 20

Domain ID           : 1

Link State           : Connect
Peer Board MAC     : 000f-e27e-0bc7
Peer Board State     : Normal
Hello Interval         : 30
[BackupAC]display hot-backup state

******************************************************************************

Local Board Role     : Master
Vlan ID              : 20

Domain ID           : 1

Link State           : Connect
Peer Board MAC     : 000f-e212-ff01
Peer Board State     : Normal
Hello Interval         : 30  
[MasterAC]display wlan ap name wa2210

                                  AP Profile

----------------------------------------------------------------------------------------

 AP Name         APID State     Model          Serial-ID

----------------------------------------------------------------------------------------

 wa2210        1    Run/B     WA2210-AG      210235A29D0083000801

----------------------------------------------------------------------------------------

[BackupAC]display wlan ap name wa2210

                                  AP Profile

----------------------------------------------------------------------------------------

 AP Name         APID State     Model          Serial-ID

----------------------------------------------------------------------------------------

 wa2210        1    Run/M     WA2210-AG      210235A29D0083000801

[MasterAC]display wlan client

 Total Number of Clients           : 1

 Total Number of Clients Connected : 1

                               Client Information

----------------------------------------------------------------------------------------

 MAC Address        BSSID              AID    State           PS Mode  QoS Mode

----------------------------------------------------------------------------------------

 001b-110b-7274     000f-e28b-fd40     1      Running/B         Active   None

----------------------------------------------------------------------------------------

[BackupAC]display wlan client

 Total Number of Clients           : 1

 Total Number of Clients Connected : 1

                               Client Information

----------------------------------------------------------------------------------------

 MAC Address        BSSID              AID    State           PS Mode  QoS Mode

----------------------------------------------------------------------------------------

 001b-110b-7274     000f-e28b-fd40     1      Running         Active   None

----------------------------------------------------------------------------------------
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